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THE  EROSION  OF  LAW  ENFORCEMENT  INTELLIGENCE 
AND  ITS  IMPACT  ON  THE  PUBLIC  SECURITY 


TUESDAY,   FEBRUARY   28,    1978 

U.S.  Senate, 
Subcommittee  on  Criminal  Laws  and  Procedures 

or  THE  Committee  on  the  Judiciary, 

Washmgton,  D.C. 

The  subcommittee  met,  pursuant  to  notice,  at  11 :10  a.m.,  in  room 
6226,  Dirksen  Senate  Office  Building,  Senator  Strom  Thurmond 
presiding. 

Staff  present:  Kichard  Schultz,  counsel:  Robert  J.  Short,  investi- 
gator ;  David  Martin,  analyst ;  and  A.  L.  Tarabochia,  investigator. 

Senator  Thurmond.  The  subcommittee  will  come  to  order. 

The  subcommittee  meets  today  to  receive  the  testimony  of  Mr. 
Frank  Carrington,  executive  director,  Americans  for  Effective  Law 
Enforcement,  and  Prof.  Charles  Rice,  Notre  Dame  Law  School. 

The  testimony  today  is  in  connection  with  the  subcommittees'  con- 
tinuing inquiry  about  the  erosion  of  law  enforcement  intelligence 
and  its  impact  on  the  public  security. 

We  are  pleased  to  have  such  distinguished  witnesses  before  the 
subcommittee,  and  I  want  to  make  mention  of  Mr.  Carrington's  book, 
"The  Defenseless  Society."  Though  I  have  not  had  an  opportunity 
to  read  this  book  in  its  entirety,  I  have  read  enough  to  know  this  to 
be  a  ver}^  thoughtful  writing  concerning  the  balance  and  perspective 
of  the  criminal's  rights  versus  the  rights  of  society. 

Mr.  Carrington  and  Professor  Rice,  please  stand  and  be  sworn. 

Do  you  swear  that  the  testimony  you  are  about  to  give  to  the  sub- 
committee will  be  the  truth,  the  whole  truth,  and  nothing  but  the 
truth,  so  help  you,  God? 

Mr.  Carrington.  I  do. 

:Mr.  KiCE.  I  do. 

Senator  Thurmond.  Mr.  Carrington,  I  believe  you  are  going  to 
testify  first.  You  may  proceed. 

STATEMENT    OF    FRANK    CARRINGTON,    EXECUTIVE    DIRECTOR, 
AMERICANS  FOR  EFFECTIVE  LAW  ENFORCEMENT,  INC. 

Mr.  Carrington.  Thank  you,  Mr.  Chairman.  For  the  record,  my 
name  is  Frank  Carrington.  t  am  the  executive  director  of  Americans 
for  Effective  Law  Enforcement,  Inc.  Evanston,  111. 

Very  briefly,  by  way  of  background,  I  am  an  attorney,  and  was 
active  in  law  enforcement  on  Federal,  State,  and  local  levels  for  10 
years  before  taking  this  job. 
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Americans  for  Eflfective  Law  Enforcement  is  a  national,  not-for- 
profit  citizens'  organization,  the  purpose  of  which  is  to  represent  the 
rights  of  the  law  abiding  in  the  criminal  justice  system. 

As  a  part  of  this,  we  are  very  concerned  over  the  erosion  of  the 
right  of  law  enforcement  agencies  to  ferret  out  and  prevent  crime 
through  the  use  of  traditional  intelligence  gathering  techniques. 

To  this  effect,  we  did,  as  Senator  Thurmond  commented,  publish  a 
book  entitled  "The  Defenseless  Society"  in  which  we  try  to  define 
what  I  might  call  the  total  privacy  concept — that  concept  whereby 
privacy  is  made  paramount  to  all  other  considerations. 

We  believe  that  if  this  concept  is  made  paramount  above  any  other 
considerations,  law-abiding  citizens  and  innocent  victims  of  crimes 
are  going  to  suffer  the  consequences. 

Mr.  Chairman,  I  have  a  prepared  statement  that  I  respectfully 
request  be  put  into  the  record  of  these  proceedings. 

I  have  attached  a  copy  of  "The  Defenseless  Society"  to  this  state- 
ment. However,  I  request  that  "The  Defenseless  Society"  not  be 
made  a  part  of  the  record.  It  is  far  too  long — about  120  pages — and  if 
any  person  reading  this  record  wishes  a  copy,  they  need  only  contact 
us  at  the  address  given  in  our  prepared  statement,  and  we  will  send 
them  a  free  copy. 

Senator  Thurmoxd.  Without  objection,  your  prepared  statement 
only  will  be  made  a  part  of  the  record  at  this  point. 

[The  prepared  statement  referred  to  follows:] 

Prepared  Statement  of  Frank  Carrington,  Executive  Director, 
Americans  for  Effective  Law  EwFOBCEiiENT,  Inc. 

air.  Chairman:  My  name  is  Frank  Carrington.  I  reside  at  1341  Chestnut 
Street,  Wilmette,  Illinois,  60091.  I  am  the  Executive  Director  of  Americans  for 
Effective  Law  Enforcement,  Inc.  (AELE),  960  State  National  Bank  Plaza, 
Evanston,  Illinois,  60201. 

Briefly,  by  the  vpay  of  background.  I  am  an  attorney,  admitted  to  practice 
before  the  Supreme  Court  of  the  United  States  and  the  Supreme  Courts  of 
Ohio,  Colorado,  and  Illinois.  I  spent  ten  years  in  law  enforcement  work  as  a 
United  States  Treasury  Agent,  a  Criminal  Investigator  for  the  United  States 
Marine  Corps,  and  a  Legal  Advisor  to  the  Chicago  and  Denver  Police  De- 
partments. 

Americans  for  Effective  Law  Enforcement.  Inc.  (AELE)  is  a  national,  not- 
for-profit  citizen.^'  organization  the  purjwse  of  which  is  to  represent  the  right.*? 
of  the  law-abiding  in  the  criminal  justice  system.  AELE  is  deeply  concerned 
over  the  erosion  of  the  right  of  law  enforcement  agencies  to  ferret  out  and 
prevent  crime  through  the  use  of  traditional  intelligence  gathering  techniques. 

To  this  effect.  AELE  had  published,  in  1976,  a  book  entitled  The  Defenseless 
Society  which  describes  the  impact  of  a  singleminded  concern  for  individual 
privacy  upon  law  enforcement,  in  particular  the  intelligence-gathering  aspect 
of  law  enforcement.  The  Defenseless  Society  was  co-authored  by  me  and  Mr. 
William  K.  Lambie  (an  attorney  and  former  FBI  agent).  I  have  attached  a 
copy  of  the  book  to  this  testimony  as  Appendix  #1.  "While  I  respectfully  re- 
quest that  my  te^imony  be  made  a  part  of  the  record  of  these  hearings.  I 
likewise  request  that  Appendix  #1,  The  Defenseless  Society,  not  be  reprinted 
in  the  record :  it  is  too  long,  and  anyone  desiring  a  copy  can  receive  one,  at 
no  cost,  by  writing  to  AELE  at  the  above  address. 

Mr.  Chairman,  this  subcommittee  has  heard  from  some  of  the  foremost  ex- 
perts in  the  law  enforcement  profession  about  the  threat  that  the  current  trend 
of  ]irivacy-at-any-cost  sentiment  presents  to  the  effectiveness  of  law  enforce- 
ment. The  subcommittee  has  heard  from  such  notables  as  Ambassador  Law- 
rence H.  Silberman,  formerly  with  the  Justice  Department ;  the  Honorable 
Eugene  T.  Rosside.s,  former  assistant  to  the  Secretary  of  the  Treasury  for  Law 
Enforcement;  Mr.  .John  .T.  Olszew.ski,  former  Director,  Intelligence  Division. 
Internal  Revenue  Service:  Mr.   Stuart  Knight,  Director  of  '-''  -    Uriited  States 
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Secret  Service ;  and  Mr.  Glen  King,  Executive  Director  of  the  International 
As8<K'iation  of  Chiefs  of  Police. 

Each  of  these  gentlemen  has  testified  in  the  most  forceful  terms  that  law 
enforcement,  especially  preventive  law  enforcement,  cannot  and  should  not 
be  hampered  by  the  elevation  of  the  concept  of  privacy  to  an  absolute.  It 
would,  frankly,  be  redundant  for  me  to  dwell  further  on  this  aspect  of  the 
problem,  except  to  say  that  I  wish  to  express  my  support  for  and  associate 
myself  with  the  testimony  of  the  law  enforcement  experts  noted  above. 

I  wish  to  address  this  subcommittee  on  a  question  which  I  view  as  being  a 
threshold  Issue :  whether  or  not  it  is,  or  should  be,  against  the  law  to  enforce 
the  law.  Now,  in  the  first  instance,  such  a  question  might  appear  to  be  ridicu- 
lous on  its  face.  I  submit,  however,  Mr.  Chairman,  that  it  is  not. 

Since  the  night  that  five  men  broke  into  the  Watergate  complex  to  gain 
information  for  the  i^artisan  political  purposes  of  their  principals,  the  terms 
"intelligence  gathering"  and  "national  security"  have  become  dirty  words.  The 
news  media  and  those  organizations  for  whom  individual  privacy  is  an  end 
in  itself  have  parlayed  the  outrages  of  Watergate  into  a  concerted  effort  to 
dismantle  the  intelligence  gathering  apparatus  of  law  enforcement  agencies, 
nationwide.  Hardly  a  day  goes  by  that  we  do  not  hear  of  some  new  accusation 
of  '•illegal"  police  "spying."  Thus,  the  question  whether  or  not  intelligence 
gathering  activities  are  inherently  illicit  takes  on  an  enormous  significance. 

We  are  told  that  any  law  enforcement  effort  which  brushes  up  against  the 
rights  of  persons  not  actually  found  in  possession  of  explosives  with  burning 
fuses  are,  by  definition,  illegal.  The  purists  in  the  privacy  area  seem  to  believe 
that  law  enforcement  oflScers  can,  by  some  sort  of  magic,  siirglcal  procediire 
isolate  those  who  are  truly  dangerous  from  the  rest  of  the  population. 

This  is  an  impossibility ;  the  secretive  criminal :  the  bomber,  the  terrorist, 
the  espionage  agent,  and  others  who  operate  covertly  make  every  effort  to 
blend  in  with  the  normal,  law-abiding  population.  It  is  their  cover,  and  only 
intelligence  gathering  processes  designed  to  winnow  the  secretive  wrongdoer 
from  the  general  population,  will  suffice  to  surface  those  who  operate  against 
the  law  in  secret 

To  repeat  the  question:  is  it  against  the  law  to  gather  intelligence?  The 
answer  is :  NO.  And  we  have  the  highest  authority  in  the  country  for  this 
proposition:  the  Supreme  Court  of  the  Unitetl  States,  other  Federal  Courts: 
find  State  Supreme  Courts.  I  will  illustrate  this  with  current,  and  uncon- 
troverted,  ca.se  law  in  the  following  analysis  of  cases:  but  the  issue  which 
constitutes  the  basis  of  this  testimony  is  that,  despite  the  hue  and  cry  about 
"illegal"  .surveillance,  despite  the  rather  strident  calls  to  require  the  police  to 
investigate  only  those  crimes  of  which  they  have  actual  and  current  knowledge, 
the  preventive  aspect  of  law  enforcement — the  gathering  of  suflSclent  evidence 
to  thwart  a  crime  before  It  is  committed — still  stands  on  a  very  firm  legal 
foundation. 

CASE  LAW   ON   INTELLIGENCE  GATHERING 

Law  enforcement  oflScers  who  are  gathering  preventive  intelligence,  particu- 
larly against  secretive  crimes,  are  generally  acting  within  the  law  as  it  is 
constituted  today.  If  some  innocent  parties  incidentally  come  under  i>olice 
scrutiny,  that  fact  in  no  way  makes  tlie  police  conduct  illegal. 

A  great  deal  of  current  criticism  of  tlie  police  intelligence  function  is  directed 
again.st  the  police  practice  of  being  present  at  events,  meetings,  or  gatherings 
of  so-called  political  or  dissident  groups.  This  may  be  done  overtly  by  law 
enforcement  ofllcers  in  uniform  or  by  those  in  plain  clothes  who  make  no  effort 
to  conceal  the  oflBcial  nature  of  their  presence.  It  may  be  done  covertly  by 
undercover  policemen  or  police  informants  who  attend  the  events  without  mak- 
ing their  presence  known.  These  practices  have  been  challenged  in  lawsuits 
that  allege  that  the  presence  of  law  enforcement  officers,  either  overt  or  covert, 
somehow  "chills"  the  participant.s'  rights  of  freedom  of  assembly  and  ex- 
pression. 

The  court.s  have  almost  universally  rejected  these  challenges.  For  example, 
as  recently  as  December  1974,  Mr.  .Justice  Thurgood  Marshall,  a  member  of 
the  liberal  bloc  of  the  United  States  Supreme  Court,  refused  to  prohibit  the 
FBI  from  placing  undercover  informants  in.  or  otherwise  surveilling.  the  na- 
tional convention  of  the  Socialist.  Workers  Party  (SWP).  f^ooialisf  Worl-crif 
Pnrtu  V.  Attorney  General  of  the  United  States,  419  U.S.  1314,  95  S.Ct.  425 
(1974). 
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In  this  case,  the  SWP  had  asked  the  United  States  District  Court  to  enjoin 
the  FBI  from  engaging  in  surveillance  of  its  convention  in  St  Louis  from 
December  28,  1974  to  January  1,  1975.  The  lower  court  had  granted  such  an 
order  based  upon  the  claim  by  the  SWP  that  such  surveillance  would  "chill" 
the  First  Amendment  rights  of  freedom  of  speech  and  assembly,  387  F.Supp. 
747  (1974). 

The  United  States  Court  of  Appeals  reversed  this  determination  (510  F.2d 
253,  2nd.  Cir.,  1974)  and  Justice  Marshall  refused  the  petition  of  the  SWP  to 
overturn  decision  of  the  Court  of  Appeals.  In  holding  that  the  FBI  would  be 
permitted  to  maintain  surveillance  of  tlie  SWP  convention,  he  stated : 

"It  is  true  that  governmental  surveillance  and  infiltration  cannot  in  any 
context  be  taken  Lightly  .  .  .  But  our  abhorrence  for  abuse  of  governmental  in- 
vestigative authority  cannot  be  permitted  to  lead  to  an  indiscriminate  willing- 
ness to  enjoin  undercover  investigation  of  any  nature,  whenever  a  counter- 
vailing First  Amendment  claim  is  raised. 

"In  this  case,  the  Court  of  Appeals  has  analyzed  the  competing  interest  at 
some  length,  and  its  analysis  seems  to  me  to  compel  denial  of  relief.  As  the 
Court  pointed  out,  the  nature  of  the  proposed  monitoring  is  limited,  the  con- 
duct is  entirely  legal,  and  if  relief  were  granted,  the  potential  injury  to  the 
FBI's  continuing  investigative  efforts  would  be  apparent.  Moreover,  as  to  the 
threat  of  disclosure  of  names  of  the  Civil  Service  Commission,  the  Court  of 
Appeals  has  already  granted  interim  relief.  On  these  facts,  I  am  reluctant  to 
upset  the  judgment  of  the  Court  of  Appeals.  .  .  . 

"As  noted  above,  the  Government  has  stated  that  it  has  not  authorized  any 
disruptive  activity  at  the  convention.  In  addition,  the  Government  has  repre- 
sented that  it  has  no  intention  of  transmitting  any  information  obtained  at  the 
convention  to  nongovernmental  entities  such  as  schools  or  employers.  I  shall 
hold  the  Government  to  both  representations  as  a  condition  of  this  order. 
Accordingly,  the  application  to  stay  the  order  of  the  Court  of  Appeals  and  to 
reinstate  the  injunction  ordered  by  the  District  is  [d]enied."  (Emphasis 
supplied). 

Other  cases  in  which  police  surveillance  and  even  photography  of  participants 
at  events  have  been  permitted  by  the  courts : 

In  Laird  v.  TaMim,  408  U.S.  1,  92  S.Ot.  2318,  33  L.Ed.2d  154  (1972)  the 
Supreme  Court  reviewed  a  class  action  brought  against  the  Secretary  of  the 
Army  challenging  surveillance  of  citizen  activities  and  the  maintenance  of 
dossiers.  The  justification  raised  by  the  Army  was  that  pursuant  to  10  U.S.C. 
331  the  Army  may  be  (and  has  been)  called  to  quell  local  disorders  when  the 
President  so  directs  the  surveillance,  thus  fulfilling  police  objectives,  rather 
than  military  ones. 

Writing  for  the  majority  in  tlie  5  to  4  decision,  Chief  Justice  Burger  ruled 
that  the  plaintiffs  had  failed  to  present  a  "jusiticiable  controversy"  since  they 
could  not  show  either  specific  action  directed  against  them  (as  named  plain- 
tiffs) and  the  activites  complained  of  disclosed  no  unlawful  character.  Even 
If  the  challenged  activity  is  a  "jusiticiable  controversy,"  the  named  plaintiffs 
must  additionally  show  a  past,  present,  or  specific  future  injury. 

The  Chief  Justice  stated  that  "speculative  apprehensiveness  that  the  Army 
may  at  some  future  date  misuse  the  information  in  some  way"  was  insufficient. 
408  U.S.  at  14.  The  Chief  Justice  said  the  plaintiffs  sought  a  "brond  scale 
investigation,  conducted  by  themselves  as  private  parties  armed  with  the  sub- 
poena power  of  a  federal  district  court  and  the  power  of  cross-examination  to 
probe  into  the  Army's  intelligence  gathering  activities."  408  U.S.  at  15. 

In  Aronsnn  v.  Giarusso,  436  F.2d  955  (5th  Cir.  1971  (four  citizens  brought 
a  purported  cla.ss  action  against  the  former  Superintendent  and  the  then 
Director  of  Intelligence  of  the  New  Orleans  Police  Department.  Proceeding 
under  42  U.S.C.  1983.  the  Federal  Civil  Rights  Act,  they  sought  injunctive  relief 
against  the  photogn-aphing  of  persons  who  might  attend  meetings,  rallies, 
demonstrations  and  vigils  at  which  unpopular  or  dissenting  opinions  or  views 
are  expressed  or  represented. 

The  U.S.  District  Court  for  the  Eai^tern  District  of  Lonisiana  dismissed  the 
action:  noting  that  the  only  basis  for  the  suit  was  the  disnleasure  of  the  plain- 
tiffs at  being  photographed,  the  court  found  the  complaint  failed  to  state  a 
f^auisp  of  action.  The  department  showed  that  the  pictorial  evidence  gathered 
in  the  series  of  investigations  conducted  was  secured  with  the  least  amount 
of  interference  by  plainsclothesmen  who  were  stationed,  when  possible,  some 
distance  from  the  demonstration. 
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The  holding  of  the  lower  court  was  affirmed  on  appeal. 

In  Donohoe  v.  Duling,  330  F.Supp.  308  (E.D.  Va.  1971),  an  action  was 
brought  to  enjoin  police  surveillance  and  photography  of  meetings  and  demon- 
strations in  Richmond,  Virginia.  In  this  class  action,  the  plaintiffs  alleged  the 
activities  chilled  and  infringed  their  First  Amendment  rights  and  invaded 
their  constitutionally  protected  right  of  privacy. 

Justifying  its  activities,  the  police  department  maintained  that  surveillance 
was  legitimate  because  (1)  they  could  determine  tlie  identity  of  outsiders  who 
may  have  caused  violence  in  other  cities  and  (2)  the  effect  of  making  a  record 
on  film  has  a  deterrent  effect  on  violence  and  vandalism. 

Unlike  the  Aronson  case,  the  plaintiffs  in  Donohoe  did  not  object  to  the 
photographing  of  themselves,  but  contended  that  some  iiersons  had  been  fright- 
ened away  from  participating  in  demonsti-ations  due  to  police  presence.  The 
trial  judge  noted  that  the  named  plaintiffs  would  not  suffer  a  chilled  effect  on 
their  rights  if  they  were  locked  in  a  deep  freeze.  The  plaintiffs  frankly  ad- 
mitted that  none  of  the  activities  complained  of  deterred  them  in  performing 
leadership  roles  in  demonstrations,  and  they  suffered  no  specific  injury.  Lack- 
ing a  showing  of  irreparable  harm,  therefore,  the  District  Court  dismissed 
the  action. 

On  apiieal,  the  U.S.  Court  of  Appeals  for  tlie  Fourth  Circuit  held,  on  the 
basis  of  Laird  v.  Tatum,  that  the  case  represents  no  more  than  a  claim  of  an 
alleged  '•chill"  by  the  mere  existence  of  a  governmental  data  gathering  activity 
"broader  in  scope  than  is  reasonably  necessary  for  the  accomplishment  of  a 
valid  govenunental  purpose"  Donohoe  v.  Duling,  465  F.2d  196  at  202.  The  lower 
court  action,  accordingly,  was  affirmed  in  a  2  to  1  opinion. 

Perhaps  the  most  eloquent  expression  of  the  right  and  the  duty  of  the 
police  to  engage  in  legitimate  intelligence  gathering  techniques  is  to  be  found 
in  the  opinion  of  Chief  Justice  Joseph  Weintraub  of  the  Supreme  Court  of 
New  Jersey  in  Anderson  v.  8iUs,  265  A.2d  678  (N.J.  1970). 

In  this  case,  the  plaintiffs  were  individuals  who  claimed  to  exercise  certain 
First  Amendment  rights.  The  defendants  included  Arthur  Sills,  the  State  Attor- 
ney General,  the  Jersey  City  Police  Chief,  and  the  Sheriff  of  Hudson  County. 
The  suit  attacked  the  constitutionality  of  an  attorney  general's  memorandum 
of  1968  entitled  '"Civil  Di.sorders — The  Role  of  Local,  County  and  State  Gov- 
ernment" The  memo  dealt  with  methods  of  advance  planning,  mutual  assist- 
ance, control  of  rumors,  and  emergency  proclamations  during  civil  disorders. 
Two  forms  were  included  in  the  memo.  Forms  420  and  421. 

Form  420  was  a  "Security  Incident  Report"  that  included  disturbances, 
riots,  rallies,  protests,  demonstrations,  marches,  and  confrontations.  The  inci- 
dents envisioned  were  classified  as  "completed,"  "pending,"  or  "anticipated." 
The  T)nrtxise  of  the  report  was  to  determine  the  names  and  types  of  organiza- 
tions or  groups  involved,  its  leaders,  and  the  nature  of  the  incident  Form  421, 
a  "Security  Summary  Report."  related  to  individuals,  not  incidents.  Essentially, 
the  named  plaintiffs  claimed  a  subjective  chill  because  the  reporting  pro- 
cedure "may"  deter  them  from  exercising  their  First  Amendment  rights  in  the 
future. 

The  Superior  Court  of  Hudson  County  determined  that  the  memorandum 
ran  afoul  of  the  First  Amendment.  The  state  Siipreme  Court  reversed  this 
holding.  Tn  arguing  for  reversal,  the  Attorney  General  cited  the  Report  of 
the  National  Advisory  Commission  on  Civil  Disorders,    (the  Kerner  report)  : 

"Tntelligence — The  absence  of  accurate  information  both  before  and  during 
a  disorder  has  created  special  control  problems  for  police.  Police  departments 
must  develop  means  to  obtain  adequate  intelligence  for  planning  purposes,  as 
well  as  on-the-scene  information  for  use  in  police  operations  during  a  disorder. 

"An  intelligence  unit  staffed  with  full-time  personnel  should  be  established 
to  gather,  evaluate,  analyze,  and  disseminate  information  on  potential  as  well 
as  actual  civil  disorders.  It  should  provide  police  administrators  and  com- 
manders with  reliable  information  es.sential  for  assessment  and  decision-mak- 
ing. It  should  use  imdercover  police  personnel  and  informants  but  it  should 
also  draw  on  community  leaders,  agencies,  and  organizations  in  the  ghetto. 
Report  of  the  National  Advisory  Commission  on  Civil  Disorders,  at  p.  487." 

The  Attorney  General's  Superior  Court  brief  had  pointed  out  that:  "In  New 
Jer.sey,  the  State  Police  is  one  of  the  agencies  whose  functions  include  the 
collection  of  such  information,  which  is  used  to  evaluate  the  probability  of 
unlawful  disorders,  large-scale  violence  and  potential  riots,  to  determine  sup- 
plemental police  manpower  needs,   to  assess  tension  and  possible  causes  of 
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unrest  within  communities,  to  cope  with  actual  or  anticipated  disorders,  to 
learn  about  the  activities  of  professional  agitators,  and  to  provide  information 
to  the  Governor  and  other  appropriate  government  agencies  so  that  tensions 
in  the  community  may  be  alleviated  and  disorders  prevented.  Brief  for  De- 
fendant-Appellant Attorney  General,  at  16,  Superior  Court  Appellate  Division. 
Docket  No.  A-150-69." 

In  reversing,  the  New  Jersey  Supreme  Court  noted  that  the  memorandum 
was  essentially  informational,  and  was  not  a  regulation,  directive,  or  an  order. 
The  decision  also  noted  that  there  was  "not  an  iota  of  evidence"  that  wholesale 
creation  of  dossiers  resulted.  The  named  plaintiffs  had  not  themselves  been 
deterred. 

On  the  other  hand,  numerous  individuals  and  organizations  were  subject  or 
subjected  to  identification,  reporting,  and  classification  by  local  police.  This 
was  accomplished  in  good  faith  and  without  an  intent  to  "intimidate"  anyone. 

In  its  7-0  opinion,  the  court  held  that  tJie  plaintiffs  had  standing  to  bring 
their  suit  even  though  they  could  not  show  an  injury.  "Nonetheless,"  the 
court  said,  "the  prospect  of  wrongful  conduct  must  be  real  and  not  fanciful." 

The  court  held  that  heavy  losses  of  life  and  property  that  accompany  riots 
and  disorders  require  a  preventive  role  of  awareness  of  group  tensions  and 
prei>arations  to  head  them  off.  Quoting  the  Kerner  Report,  (p.  4),  the  court 
justified  the  accumulation  of  information  by  the  State  Police  on  the  following 
basis : 

To  aid  in  the  evaluation  and  determination  of  the  probability  of  unlawful 
disorders,  large-scale  violence,  and  potential  riots ; 

"to  aid  in  the  determination  of  supplemental  police  manpower  needs ; 

"to  facilitate  decisions  and  planning  for  coping  with  disorders  anticipated  or 
in  progress ; 

"to  aid  in  the  assessment  of  tension  within  communities  and  possible  causes 
of  unrest ; 

"to  aid  in  familiarization  with  the  past  activities  of  professional  agitators, 
their  tactics  and  control  over  their  followings ; 

"to  furnish  information  for  meetings  of  the  Governor  with  officials  of  various 
State  Departments  .  .  .  so  that  this  information  can  be  used  by  the  Governor 
and  appropriate  governmental  agencies  to  alleviate  present  tensions  and  prevent 
future  and  potential  disorders. 

Concluding,  the  Chief  .Justice  Weintraud  said  : 

"It  is  a  seiious  matter  for  the  judiciary  to  interfere  with  the  preventive 
measures  devised  by  the  executive  branch  of  government  in  response  to  its  con- 
stitutional obligation  to  protect  all  the  citizens.  Surely,  such  interference  may 
not  rest  upon  a  hyi)othetical  exposition  of  what  could  happen  under  a  set  of 
forms  in  the  hands  of  an  officer  indifferent  to  the  restraints  upon  his  office. 
Rather  the  premise  must  be  accepted,  absent  proof  the  other  way,  that  the 
Memorandum  did  not  originate  the  duty  of  the  local  police  unit  to  decide  what 
situations  harbor  the  potential  of  disaster  and  what  data  should  be  gathered  for 
responsible  performance  in  ofiice.  The  forms  do  not  enlarge  upon  that  power 
and  responsibility.  Rather,  being  designed  for  many  situations,  the  forms  are 
necessarily  comprehensive,  leaving  it  to  the  local  authorities  to  decide  in  their 
judgment  what  incidents  are  worthy  of  note  and  what  information  should  be 
obtained  as  to  the  individuals  concerned  or  involved. 

"Nor  should  an  injimction  issue  on  the  as.sumption  that  there  will  be  unwar- 
ranted police  action  because  a  judge  cannot  on  the  basis  of  his  own  experience 
understand  the  relevancy  of  the  spouse's  full  name,  or  the  employer's  name,  or 
'armed  forces  service/draft  status.'  or  'data  on  immediate  family'  or  'finanHal/ 
credit  status,'  to  mention  some  items  plaintiffs  stress  in  their  academic  attaf^k. 
Law  enforcement  is  a  specialty,  and  its  needs  may  not  be  within  the  expertise 
of  the  court.  That  is  why  a  hearing  is  essential  for  an  informed  decision  In  a 
case  of  this  kind.  It  may  well  be  that  a  hearins:  will  establish  that  some  of  these 
items  are  wholly  unrelated  to  the  police  obligation  with  respect  to  anrone 
involved  in  anv  tyne  of  incident,  but  we  should  not  merely  assume  that  this  is 
so.  We  cannot  know  how  little  we  know  until  we  listen." 

The  court  said  it  was  nnnpcessary  to  decide  the  suit  on  its  merits,  but  offered 
its  suesrestions  for  disposition  of  the  case  on  remand  :  "Here  we  are  dealing  with 
the  critical  power  of  government  to  gather  intelligence  to  enable  it  to  sitisfy 
thp  verv  reas'^n  for  its  being — to  nroteot  the  individual  in  his  person  and  things. 
The  nuestion  in  this  case  is  not  merely  whether  there  are  some  individuals  who 
fnight  be  "chilled"  in  their  speech  or  associations  by  reason  of  the  police  activity 
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here  involved.  Rather  the  critical  question  is  whether  that  activity  is  legal,  and 
although  the  amount  of  "chill"  might  might  in  a  given  case  be  relevant  to  the 
issue  of  legality,  the  fact  of  "chill"  is  not  itself  pivotal.  Indeed,  the  very  exist- 
ence of  this  Court  may  "chill"  some  who  would  speak  or  act  more  freely  if  there 
were  not  accounting  before  us  for  trespasses  against  others.  But  government 
there  must  be,  for  without  it  no  value  could  be  worth  very  much.  The  First 
Amendment  itself  would  be  meaningless  if  there  were  no  constitutional  author- 
ity to  protect  the  individual  from  suppression  by  others  who  disapprove  of  him 
or  the  company  he  keeps.  Hence  the  First  Amendment  rights  must  be  weighed 
against  the  competing  interests  of  the  citizen.  If  there  is  no  intent  to  control 
the  content  of  speech,  an  overriding  public  nee<l  may  be  met  even  though  the 
measure  adopted  to  that  end  operates  incidentally  to  limit  the  unfetterd  exercise 
of  the  First  Amendment  right." 

Thus  we  see  case  law  from  some  of  the  most  prestigious  courts  in  the  country, 
including  the  Supreme  Court  of  the  United  States,  which  holds  that  surveillance 
is  not  illegal  ijer  se  even  if  a  .specific  criminal  act  or  course  of  criminal  conduct 
cannot  be  targeted.  The  need  for  the  preventive  function  of  law  enforcement 
cannot  be  made  clearer  than  in  the  opinion  in  Anderson  v.  frills,  above. 

To  be  sure  there  have  been  lower  court  cases  which  did  purport  to  prevent 
law  enforcement  officers  from  engaging  in  surveillance.  In  Local  309  U.F.W.  v. 
Gates,  7.5  F.Supp.  62  (N.D.Ind.  1948),  Indiana  State  Police  officers  were  pro- 
hibited from  surveilling  union  meetings ;  and  in  White  v.  Davis,  53.3  P.2d  222 
(1975),  the  California  Supreme  Court  ruled  that  police  officers  could  not  engag£» 
in  covert  surveillance  of  university  classes  withoiit  knowledge  or  suspicion  or 
sr)ecific  criminal  activity.  Perhaps  the  result  in  these  cases  was  based  upon  a 
special  concern  felt  by  the  courts  for  the  activities  involved :  the  sanctity  of 
the  academy  in  White  and  the  sensitive  area  of  labor  relations  in  Gates.  It  may 
have  been  the  opinion  of  the  courts  that  these  two  areas  deserved  some  measure 
of  extra  protection.  Even  so,  such  cases  are  against  the  weight  of  national 
authority,  and  the  general  tenor  of  the  law  is  to  the  effect  that  surveillance  may 
be  Initiated  by  law  enforcement  agencies  in  order  to  protect  society,  despite  the 
fact  that  when  surveillance  is  begun,  no  specific  criminal  activity  can  be  shown. 
In  more  specific  areas,  also,  the  courts  have  been  willing  to  recognize  the  need 
for  police  intelligence-gathering  techniques. 

USE   OF   INFORMANTS  AND   TTNDEBCOVEB  AGENTS 

In  several  1966  cases  the  Supreme  Court  of  the  United  States  addressed  the 
issue  of  the  legality  of  the  use  of  informants,  infiltrators,  and  undercover 
agents.  Here  are  some  findings. 

In  Letvis  v.  United  (States,  385  U.S.  206  (1966),  the  defendant  was  convicted 
of  the  sale  of  narcotics.  The  evidence  was  based  on  testimony  by  a  federal  agent 
who  had  misrepresented  his  identity  and  expressed  an  interest  in  the  purchase. 
The  agent  was  invited  into  Lewi.s'  home  and  was  sold  contraband.  In  affirming 
the  conviction,  the  court  dismissed  the  defendant's  argument  that  the  entry 
violated  the  Fourth  Amendment  and  said,  "the  particular  circumstances  of  each 
cnse  govern  the  admissibility  of  evidence  obtained  by  stratagem  or  deception." 
At  208.  Continuing,  the  court  stated  that  a  government  agent  can  "accept  an 
invitation  to  do  business  and  may  enter  upon  the  premises  for  the  very  purpose 
contemplated  .  .  ."  At  211. 

The  second  case.  Hoffa  v.  United  SItate.i,  385  U.S.  293  (1966).  involved  the  use 
of  a  paid  government  informant  who  was  not  an  officer.  The  defendant  was 
later  convicted,  based  upon  testimony  given  by  the  informant  Partin,  for  jury 
tampering.  Hoffa  misplaced  his  confidence  in  Partin  and  discussed  the  bribe 
attempt  in  his  presence.  Partin  had  been  instructed  to  infiltrate  Hoffa's  circle  of 
associates  and  to  "hang  around"  his  hotel  room  in  order  to  gather  useful  infor- 
mation. The  government  did  not  contend  that  Partin  was  a  private  person  and 
thus  exempt  from  constitutional  restrictions  that  attach  to  government  agents : 
the  case,  therefore,  applies  to  police  infiltration  as  well  as  informant  infiltration. 
The  court  held  that  the  use  of  Partin's  testimony  violated  no  con.stitutional 
rights. 

The  Supreme  Court  has  also  ruled  that  the  identity  of  confidential  informants 
may  be  protected  from  disclosure.  McVray  v.  Illinois,  386  U.S.  300  (1967). 

In  Bagley  v.  City  of  Los  Angeles  Police  Department  No.  71  Cir.  166  (CD., 
Cal.  1971),  a  federal  civil  rights  action  sought  to  ban  police  attendance  at  college 
clas.ses  as  students.  The  federal  court  ruled  that:  "(The)   use  of  undercover 
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agents  relating  to  past,  present  or  future  criminal  activity  is  an  approved  police 
technique,  even  thougli  its  effectiveness  often  dei)en(is  upon  deception  and 
secrecy.  The  admissibility  of  such  evidence  in  a  subsequent  proceeding  is  another 
question  with  which  we  need  not  be  concerned  here.  The  use  by  police  of  decep- 
tion and  secrecy  in  this  context  is  not  impermissible  and  the  fact  that  the 
innocent  as  well  as  the  guilty  may  also  be  deceived  is  not  in  itself  significant. 
Mem.  Opin.  and  Order  of  4-22-71,  PP  4-5." 

Recognizing  that  the  use  of  undercover  agents  could  be  abused,  the  court 
nevertheless  held  as  to  alleged  constitutional  deprivation,  that :  "The  constitu- 
tional intnision  of  which  the  plaintiffs  complain,  is  that  of  an  invasion  of  their 
right  of  privacy.  But  we  knew  of  no  rule  or  law,  constitutional  or  otherwise, 
which  gives  a  student  in  a  classroom  the  right  to  restric  the  use  of  statements 
made  by  him  in  oiien  discussion  or  which  protects  him  from  the  consequences 
of  what  he  says  or  does.  Id.  at  4." 

The  court  concluded  by  saying  that  the  potential  threat  of  unlawful  police 
action  does  not  rise  to  the  level  of  a  civil  rights  action,  citing  Progress  Develop- 
ment Corporation  v.  Mitchell,  182  F.Supp.  681,  713  (N.D.  111.  1960). 

In  Handshu  v.  Special  Services  Division,  349  F.Supp.  766  (S.D.N.Y.  1972)  the 
court  ruled  on,  and  refused  to  grant  a  defense  motion  to  dismiss  a  suit  brought 
to  restrain  the  New  York  Gity  Police  Depar'tment  from  engaging  in  surveillance 
of  "dissident"  groups.  In  rendering  its  opinion  on  the  motion,  the  court  said : 
"The  use  of  secret  informers  or  undercover  agents  is  a  legitimate  practice  of 
law  enforcem.ent  and  justified  in  the  public  interest — indeed,  without  the  use  of 
such  agents  many  crimes  would  go  unpunished  and  wrong-doers  escape  prosecu- 
tion. It  is  a  technique  that  has  been  frequently  used  to  prevent  serious  crimes 
of  a  cataclysmic  nature.  The  use  of  informers  and  infiltrators  by  itself  does  not 
give  rise  to  any  claim  or  violation  of  constitutional  rights.  At  769." 

The  court  declined  to  rule  finally  for  the  defendants  because  the  complaint 
alleged  excesses  that  overstepped  constitutional  bounds:  the  provocation,  solici- 
tation, and  inducement  of  members  of  the  plaintiffs'  class  to  engage  in  unlawful 
activities,  and  providing  funds  for  that  purpose.  The  case  was  returned  to  the 
trial  court  to  determine  if  allegations  of  excessive  practices  were  shown. 

INSPECTION   OF  BANK  EECORDS  AND  OTHER  THIED-PAKTY  BECORDS 

Much  of  the  thrust  of  the  Total  Privacy  Concept  has  been  to  insulate  third- 
party  records — that  is,  bank  records,  rent  receipts,  utility  bills,  employment 
records,  and  the  like  in  the  hands  of  third  parties — from  inspection  by  law 
enforcement  officei-s.  Such  records  form  some  of  the  best,  and  often  the  only, 
investigative  leads  available  to  the  police  in  their  attempts  to  ferret  out  secre- 
tive crimes.  The  Total  Privacy  Concept  would  prohibit  inspection  by  law  en- 
forcement oflaicers  unless  they  already  had  enough  evidence  against  the  suspect 
to  arrest  him  or  to  search  his  premises  and  the  suspect  is  no'tified  that  he  is 
under  investigation. 

The  law  now  permits  inspections  of  third  party  records  as  investigative  leads 
and  without  notice  to  the  suspect.  In  California  Bankers'  Association  v.  ScJi-uUz, 
416  U.S.  21  (1974),  the  United  States  Supreme  Court  ruled  that  bank  records 
could  be  inspected  by  federal  law  enforcement  agents  despite  the  claim  of 
"privacy"  of  the  records  on  the  part  of  the  bank  customer.  In  1976  the  Supreme 
Court  held  that  Fourth  Amendment  rights  were  not  violated  when  law  enforce- 
ment oflacers  examined  third  party  records  without  a  warrant.  United  States  v. 
Miller,  44  U.S.L.W.  4528  (4/21/76).  In  Donaldson  v.  United  States,  400  U.S.  517 
(1917),  the  Supreme  Court  held  that  a  criminal  suspect  could  not  object  to  the 
gathering  of  information  from  a  former  employer  pursuant  to  an  administrative 
summons.  And  in  Couch  v.  United  States,  409  U.S.  322  (1973),  the  Supreme 
Court  upheld  the  use  of  a  subpoena  for  the  records  of  a  criminal  tax  evasion 
isuspect  from  her  accountant.  In  Fifth  Avenue  Peace  Parade  Committee  v.  Gh-ay, 
480  F.2d  326,  cert.den.94  S.Ct.  1469  (1974),  the  United  States  Court  of  Appeals 
for  the  Second  Circuit,  in  1973,  held  that  plaintiffs  had  no  right  to  complain  of 
the  voluntary  suri-ender  of  bank  records  and  bus  charter  records  to  the  FBI  by 
the  banks  and  bus  companies  involved. 

Rarely  is  there  unanimity  about  any  legal  point  among  the  courts  of  this 
country.  Other  courts  have  taken  a  much  more  restrictive  attitude  toward 
inspection  of  third-party  records  by  law  enforcement  oflUcers :  Burrows  v. 
Superior  Court,  529  P.2d  590,  Supreme  CL  (Cal.  1974),  where  no  warrant  or 
subpoena  was  obtained. 
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Nevertheless,  the  Supreme  Court  of  the  United  States  is  still  the  final  arbiter 
of  what  law  enforcement  officers  maj'  or  may  not  do.  With  regard  to  the  claims 
of  the  Total  Privacy  advocates  who  would  insulate  the  use  of  these  investi- 
gative leads  by  the  police,  the  Court  has  stated  in  Couch  (above)  that:  "We 
hold  today  that  no  Fourth  or  Fifth  Amendment  claim  can  prevail  where,  as  in 
this  case,  there  exists  no  legitimate  expectation  of  privacy  and  no  semblance 
of  governmental  compulsion  against  the  person  of  the  accused.  At  337." 

When  we  hear  cries  of  outrage  from  the  Total  Privacy  forces  that  police 
"spies"  were  cheeking  third  party  records  of  various  "dissident"  groups  or 
various  underworld  figures,  we  rarely  hear  that  this  investigative  technique; 
has  the  sanction  of  the  highest  court  in  the  land. 

DISSEMINATION  OF  INFORMATION  AMONG  LAW   ENFORCEMENT  AGENCIES 

As  is  true  with  any  endeavor,  and  as  is  particularly  true  with  an  area  as 
imi>ortant,  as  volatile,  and  as  difficult  as  the  enforcement  of  the  criminal  law, 
the  agencies  involved  will  be  only  as  effective  as  the  information  which  is  avail- 
able to  them.  Thus  law  enforcement  agencies  have  a  critical  need  to  be  able  to 
gather  and  exchange  among  themselves,  accurate  and  up-to-date  criminal  justice 
information  without  undue  restrictions. 

The  purpose  of  the  Total  Privacy  advocates,  on  the  other  hand,  is  to  restrict, 
to  the  extent  that  they  possibly  can,  the  collection  and  dissemination  of  such 
information  among  law  enforcement  agencies.  They  wish  for  an  almost  total 
ban  on  the  exchange  of  intelligence  information,  a  prohibition  of  the  retention 
or  exchange  of  information  of  a  criminal  justice  nature  when  no  conviction  has 
resulted  and  "expungement"  or  "sealing"  of  criminal  records  of  conviction  after 
the  passage  of  a  certain  amount  of  time.  (Analysis  of  such  concepts  and  their 
impact  upon  law  enforcement  will  be  deferred  to  subsequent  chapters.  This 
chapter  is  merely  concerned  with  the  current  s'tate  of  the  case  law  as  it  applies 
to  the  retention  and  dissemination  of  law  enforcement  inf onnation. ) 

No  court,  to  our  knowledge,  has  ever  put  down  a  blanket  prohibition  upon 
the  collection,  retention,  and  dissemination  of  information  among  law  enforce- 
ment agencies.  In  those  instances  in  which  courts  have  dealt  with  restrictions 
upon  information  there  have  been  : 

A  sho\^ing  of  innocence  (as  opposed  to  a  mere  lack  of  conviction)  of  the  sub- 
ject of  the  information:  Menard  v.  Saxbe,  498  F.2d  1019  (D.C.  Cir.,  1974), 
Student  arrested  for  "burglary"  of  which  he  was  absolutely  innnocent;  United, 
States  v.  Hudson,  43  U.S.L.W.  2377  (D.C.  Supr.  197.'i),  murder  arrest  in  case 
later  determined  to  be  suicide. 

Special  circumstances:  United  States  v.  EalisTi.  271  F.Supp.  9G8  (D.  P.R., 
1967),  relying  on  advice  of  counsel  in  a  selective  service  prosecution. 

Pursuant  to  a  statutory  scheme,  as  where  a  state  law  requires  expimgement: 
for  example  Connecticut  G.S.A.  54—90. 

In  the  absence  of  exceptions  such  as  these,  the  basic  rule  is  that  law  enforce- 
ment may  collect,  retain,  and  exchange  with  other  law  enforcement  agencies, 
information  relating  to  criminal  ju.stice  and  intelligence.  In  fact  a  line  of  eases 
permits  the  exchange  of  such  information.  Laird  v.  Tatvm,  noted  above,  408 
U.S.  1.  (1972),  is  the  major  Supreme  Court  pronouncement  on  the  subject. 

In  Fifth  Avenue  Peace  Parade  v.  Grav.  480-F.2d  326  (2d  Cir.  1973).  the  court 
refused  to  prohibit  dis-semination  of  information  among  law  enforcement  agen- 
cies stating:  ".  .  .  the  distribution  here  was  .  .  .  appropriate  in  view  of  the 
responsibility  of  the  various  agencies  made  privy  to  the  reports  [of  the  F.B.T.]. 
480  F.2d  at  333." 

Courts  have  likewise  been  reluctant  to  issue  blanket  orders  requiring  a  law 
enforcement  agency  to  expunge  records.  HfrsTicl  v.  Dyra.  36.5  F.2d  17.  (7th  Cir. 
1967).  Walh^rv.  Lamh,  2M  A.2d  26.5.  aff'd  2.59  A.2d  663  (Del.  1969). 

So  it  is  clear  that  until  now  the  courts  of  this  country  have  been  unwilling 
to  restrict  the  absolutely  essential  flow  of  information  among  law  enforcement 
agencies. 

I  have  gone  along  at  this  length  in  an  attempt  to  prove  to  the  subcommittee 
tliat  the  gathering  of  intelligence  has  received  the  imprimatur  of  the  highest 
rnurts  in  the  land.  .Jurists  even  of  the  proven  civil-libertarian  philosophy  of 
Mr.  .Tnstice  Marshall  have  postulated  the  right  and  the  duty  of  law  enforcement 
officials  to  attempt  to  prevent  the  sort  of  secretive  crimes  with  which  the  intelli- 
gence gathering  function  deals. 
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I  will  readily  concede  that  our  national  Legislature,  as  a  separate  and  co-equal 
brunch  of  Government,  is  not  bound  by  prior  judicial  pronouncements.  I  do 
submit,  however,  that  the  highest  courts  in  the  land  have,  in  their  wisdom,  set 
their  seal  of  approval  upon  preventive  law  enforcement.  I  submit,  further, 
that  the  clear-cut  evidence  of  the  escalation  of  secretive  and  clandestine  crime, 
which  this  subcommittee  has  heard,  demonstrates  that  we  need  more,  not  less, 
protection  from  that  kind  of  criminal. 

Based  upon  the  foregoing,  Americans  for  Effective  Law  Enforcement,  Inc., 
urges  this  subcommittee  to  strengthen,  rather  than  to  erode  the  power  of  the 
peace  forces  in  'this  country  to  investigate,  and  to  prevent,  crime. 

Respectfully  submitted. 

Mr.  Carrington.  Mr.  Chairman,  the  testimony  I  give  today  ad- 
dresses a  subject  that  I  do  not  think  lias  been  addressed  before.  I 
think  it  is  basically  whether  it  should  be  against  the  law  to  enforce 
the  law.  Now,  in  the  first  instance,  such  a  question  might  appear  to 
be  ridiculous  on  its  face.  I  submit,  however,  that  it  is  not. 

I  submit  that  the  recent  anti-intelligence  activities  in  the  past  year 
stem  proximately  from  the  Watergate  situation.  There  is  a  concerted 
effort  to  make  it  against  the  law  to  enforce  the  law. 

The  privacy  enthusiasts  seem  to  take  the  position  that  it  is  per- 
fectly alright  for  the  Federal  Bureau  of  Investigation  or  other  law 
enforcement  agencies  to  investigate  terroristic  crimes,  provided  they 
selectively  target  those  who  are  committing  those  crimes  and  proceed 
directly  against  them. 

This  is  a  logical  and  factual  impossibility.  Terrorists,  the  secretive 
criminal,  and  the  covert  agent  all  seek  to  blend  in  with  the  average, 
law-abidins:  members  of  the  community. 

To  postulate  that  intelligence  gathering  must  be  limited  to  those 
who  are  actually  committing  crimes  presupposes  you  know  who  is 
committing  the  crimes.  You  do  not,  because  they  are  blending  in 
with  the  rest  of  society. 

It  is  like  telling  a  sursreon  to  excise  a  cancerous  tumor  without 
cutting  through  healthy  tissue. 

Nevertheless,  this  has  been  the  thrust  of  the  general  privacy  move- 
ment toward  the  erosion  of  law  enforcement.  It  basically  gets  down 
to  the  fact  that  unless  your  can  target — which  you  cannot  without 
penetration-type  investigations — then  you  cannot  investigate  at  all. 

What  has  never  ceased  to  amaze  me  is  that  during  all  this  time, 
when  intelligence  feathering  has  been  under  attack,  the  term  "illegal 
police  surveillance"  or  "illegal  intelligence  gathering"  has  been  used 
very,  very  loosely,  and  I  think  verv,  very  erroneously,  because  all  of 
the  case  law — and  I  am  talking  about  the  highest  case  law  in  this 
country,  the  Supreme  Court  of  the  United  States  and  the  Federal 
district  courts  of  appeal,  U.S.  district  courts,  and  State  supreme 
courts,  who  are  the  people  whom  our  Constitution  system  mandates 
to  set  up  the  Constitution  parameters  of  what  can  and  cannot  be 
done — has  said  there  is  nothing  wrong  with  intelligence  gathering. 

I  have  listed  a  rather  extensive  number  of  cases  in  my  prepared 
testimony,  and  for  brevity's  sake  I  will  merely  highlight  some  of 
these  cases. 

The  main  case — the  case  that  I  think  stands  for  the  principnls  that 
I  have  just  enunciated — is  Socwh'st  Workers  PnrUi  v.  Atforney 
General  of  the  United  States  which  cam.e  down  in  late  1974.  The 
Socialist  Workers  Party  was  going  to  hold  their  annual  convention 
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in  St.  Louis,  Mo.,  and  they  very  well  knew  that  the  FBI  would  have 
infiltrators  and  undercover  agents  at  the  convention. 

Thev  filed  a  lawsuit  in  the  U.S.  District  Court  in  the  Southern 
District  of  New  York  stating  that  it  would  chill  their  first  amend- 
ment rights  of  freedom  of  speech  and  assembly  if  the  FBI  were  per- 
mitted to  infiltrate  and  they  claimed  from  the  U.S.  district  court  an 
injunction  prohibiting  the^FBI  from  infiltrating  or  surveilling  in 
anv  manner  the  Socialist  Workers  Party  convention. 

The  Government  appealed  that  to  the  U.S.  Court  of  Appeals  for 
the  Second  Circuit,  and  the  injunction  was  overturned. 

The  Supreme  Court  of  the  United  States  was,  at  that  time,  in  its 
Christmas  recess,  so  the  single  judge  who  sits  for  the  second  circuit. 
Mr.  Justice  Thurgood  Marshall,  received  the  case,  and  he  wrote  a 
one-man  opinion  in  the  case. 

I  do  not  think  it  takes  a  lot  of  elaboration  to  say  that  Mr.  Justice 
Marshall,  perhaps  to  his  credit,  is  the  leader  of  the  liberal  block  of 
the  U.S.  Supreme  Court,  and  yet  he  stated,  very  categorically,  that 
the  FBI  could  indeed  infiltrate  and  place  under  surveillance  the 
convention  of  the  Socialist  "Workers  Party. 

The  basic  premise  on  which  he  based  his  decision  is  worth  reading 
into  the  record.  I  think,  even  though  it  is  already  printed. 

Justice  Marshall  said : 

It  is  true  that  governmental  surveillance  and  infiltration  cannot  in  any  con- 
text be  taken  lightly.  But  our  abhorrence  for  abuse  of  governmental  investiga- 
tive authority  cannot  be  permitted  to  lead  to  an  indiscriminate  willingness  to 
enjoin  imdercover  investigation  of  any  nature,  whenever  a  countervailing  First 
Amendment  claim  is  raised. 

In  this  case,  the  Court  of  Appeals  has  analyzed  the  competing  interest  at 
some  length,  and  its  analysis  seems  to  me  to  compel  denial  of  relief.  As  the 
Court  pointed  out,  the  nature  of  the  proposed  m.onitoring  is  limited,  the  conduct 
is  entirely  legal,  and  if  relief  were  granted,  the  potential  injury  to  the  FBI's 
continuing  investigative  efforts  would  be  apparent.  Moreover,  as  to  the  threat 
of  disclosure  of  names  of  the  Civil  Service  Commission,  the  Court  of  Appeals 
has  already  granted  interim  relief.  On  these  facts,  I  am  reluctant  to  upset  the 
judgment  of  the  Court  of  Appeals. 

There  are  other  U.S.  court  of  aprieals  cases — Armrson  v.  G^aruf^so 
and  D&nohoe  v.  DiMnq.  There  is  a  rinfrinigf  New  Jersey  supreme  court 
opinion  written  by  Justice  Weintraub  in  the  case  of  Anderson  v. 
tSiUs  which  is  quoted  at  length  in  my  prepared  testimonv. 

It  is  postulated  there  that  the  Government  not  only  has  the  risfht 
but  the  duty  to  protect  its  citizens  by  maintaining  some  sort  of  intel- 
ligence control  over  subversive  activities. 

If,  then,  we  have  the  arbiters  of  our  constitutional  guidelines — the 
courts,  UD  to  and  including  the  highest  court  in  the  land — stating 
that  intelliarence  gatherina:,  and  by  this  I  mean  intelligence  gathering 
which  will  brush  up  acrainst  the  ric-hts  of  some  innocent  individuals, 
is  certainly  permissible  and,  to  take  Justice  Weintraub's  position, 
mandatory,  why  have  we  heard  such  a  hue  and  cry  about  illegal 
police  spying? 

I  concede  that  there  have  been  examples  of  illecrality,  but  to  cate- 
corize  the  entire  intelligence  function  in  this  country  as  illeo-al,  just 
because  innocent  people  happen  to  be  brought  under  surveillance,  I 
think  is  a  total  distortion  of  what  the  law-enforcement  mission  in 
this  country  should  be.  I  think  it  has  contributed  as  much  to  the 
erosion  of  preventive  law  enforcement  as  any  other  factor. 
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I  cannot  see,  for  the  life  of  me,  why,  if  the  highest  courts  in  the 
land  have  set  their  seal  of  approval  on  intelligence  gathering  tactics, 
the  concept  of  privacy  should  end  all  discussion  about  it. 

I  cannot  see,  given  the  basic  legality  of  it,  why  this  should  tran- 
spire and  be  further  allowed  to  erode  the  law  enforcement  function. 

For  these  reasons,  I  submit  that  the  work  of  this  subcommittee  in 
documenting  the  erosion  of  law  enforcement  should  be  given  the 
widest  possible  dissemination  to  those  who,  hopefully,  still  retain  an 
open  mmd  about  it,  and  consideration  given  to  this  should  be  given 
against  the  background  that  it  is  simply  not  against  the  law  to 
enforce  the  law. 

Thank  you,  Mr.  Chairman. 

Senator  Tiitjrmond.  Thank  you,  Mr.  Carrington. 

Professor  Rice,  would  you  proceed  with  your  testimony? 

STATEMENT  OP  CHARLES  E.  EICE,  PROFESSOR  OF  LAW,  UNIVERSITY 

OF  NOTRE  DAME  LAW  SCHOOL 

Mr.  Rice.  I  have  a  prepared  statement  to  submit  for  the  record, 
and  I  would  like  to  merely  comment  on  portions  of  it  at  this  time. 

Senator  Thurmond.  Thank  you.  Your  complete  statement  will  be 
inserted  in  the  record  at  this  point. 

[The  prepared  statement  referred  to  follows :] 

Prepared  Statement  of  Charles  E.  Rice,  Professor  of  Law, 
University  of  Notre  Dame  Law  School 

The  Annual  Report  of  the  Senate  Internal  Sec-urity  Subcommittee,  for  the 
fiscal  year  ending  February  28,  1977,  noted  that  law  enforcement  intelligence 
gathering  capabilities  had  eroded,  in  recent  years,  in  three  major  respects. 
First,  "the  intelligence  gathering  operations  of  most  major  law  enforcement 
agencies  in  the  country  are  currently  guided  by  the  criterion  that  there  must 
be  no  intelligence  entry  of  any  kind  based  on  mere  membership  in  a  Marxist- 
Leninist"  or  similar  organization,  including  sometimes  even  terrorist  groups, 
"unless  there  is  an  indictment  or  conviction."  Second,  "there  has  in  recent  years 
been  a  massive  and  systematic  elimination  of  files  on  subversive  and  violence- 
prone  organizations,  ...  In  other  cases,  the  files  have  been  impounded  or  locked 
up  so  that  they  are  unavailable  for  use  (Chicago  Police  Department,  New  York 
State  Police)."  Third,  "Because  of  the  'chilling'  effect  of  the  Freedom  of  Infor- 
mation Act  and  the  Privacy  Act,  there  has  been  a  near  freeze  on  the  exchange 
of  the  sadly  reduced  amount  of  intelligence  information  now  available  between 
Federal,  State  and  local  agencies." 

These  developments,  the  Subcommittee  noted,  have  "seriously  handicapped" 
law  enforcement  authorities  in  their  efforts  to  protect  the  community  "not  only 
against  terrorism  and  civil  violence,  but  also  again.st  tlie  activities  of  organized 
crime."  The  Subcommittee  attributed  this  erosion  of  intelligence  to  "four  pri- 
mary causes:"  (1)  The  numerous  law  suits  brought  against  law  enforcement 
agencies,  from  the  FBI  on  down;  (2)  The  Freedom  of  Information  Act  and  the 
Privacy  Act:  (3)  the  introduction  of  further  restrictive  legislation  at  the  State 
level :  and  (4)  the  generally  hostile  attitude  of  the  media  toward  all  law  en- 
forcement intelligence  activities. 

My  comments  are  directed  primarily  toward  the  effect  on  the  intelligence 
function  of  the  Freedom  of  Information  and  Privacy  Acts.  In  this  context,  the 
overall  purpo.se  of  those  enactments  is  to  achieve  a  balance  between  the  public 
interest  in  privacy  and  the  open  character  of  government,  on  the  one  hand,  and 
the  need  for  legitimate  security  measures  on  tlie  other.  The  purpose  of  the  Free- 
dom of  Information  Act  is  to  require  disclosure  of  information  in  the  pos.session 
of  government,  with  statutorily  defined  exceptions.  The  purpose  of  the  Privacy 
Act,  on  the  other  hand,  is  to  prevent  disclosure  of  certain  kinds  of  information 
unless  such  disclosure  is  authorized  by  a  governing  statute.  As  Ambassador 


255 

Laurence  H.  Silberman  testified  before  this  subcommittee,  "there  are  certain 
inherent  conflicts  and  ambiguilies"  between  these  different  thrusts  of  the  two 
enactments.  As  he  noted,  Congress'  efforts  to  harmonize  the  statutes  have  been 
"less  than  satisfactory,"  at  least  with  respect  to  their  impact  on  the  legitimate 
intelligence  functions  of  law  enforcement  agencies. 

The  possible  application  of  the  constitutional  right  of  privacy  is  at  issue 
where  law  enforcement  agencies  exchange  among  themselves,  or  release  to  the 
public,  information  about  a  person  which  he  would  prefer  to  keep  to  himself. 
The  privacy  issue  is  also  presented  by  the  surveillance  and  data  collection  acti- 
vities of  poUce  and  other  government  agencies.  [See  Laird  v.  Tatum,  408  U.S.  1, 
25  (1972)  (dissenting  opinion  of  Justices  Douglas  and  Marshall)]  The  right  of 
privacy  becomes  an  issue  for  one  who  is  complaining  about  the  government 
agency's  collection  and  handling  of  information  about  himself.  There  is  also  a 
more  limited  right  asserted  in  Freedom  of  Information  Act  cases,  where  what 
is  sought  is  the  release  by  government  of  information  having  no  direct  reference 
to  tlie  person  seeking  its  release.  This  right,  of  a  more  limited  scope  than  the 
right  to  privacy,  is  the  right  of  the  citizen  to  knowledge  about  the  workings  of 
his  government.  It  must  be  balanced  against  the  legitimate,  though  not  un- 
limited, claim  of  executive  privilege.  [See  discussion  in  Laurence  H,  Tribe, 
American  Constitutional  Law  (1978),  202-12] 

As  the  Privacy  Act  of  1974  properly  noted,  "the  right  of  privacy  is  a  personal 
and  fundamental  right  protected  by  the  Constitution  of  the  United  States." 
[Pub.  L.  93-579,  Sec.  2]  The  constitutional  right  of  privacy  is  rooted  in  the 
penumbra  of  various  provisions  of  the  Bill  of  Rights,  including  the  First 
Amendment  guarantee  of  the  freedoms  of  speech,  press  and  association ;  the 
Fourth  Amendment's  prohibition  of  unreasonable  searches  and  seizures,  the 
Fifth  Amendment's  privilege  against  self-incrimination,  the  Third  Amendment's 
restriction  on  the  quartering  of  soldiers  in  private  homes  and  the  Ninth  Amend- 
ment's reservation  to  the  people  of  rights  not  enumerated  in  the  Constitution. 
[See  Grisicold  v.  Connecticut,  381  U.S.  479  (1965)  ] 

Of  course,  however,  the  mere  invocation  of  the  right  of  privacy  does  not  solve 
the  problems  posed  by  the  Freedom  of  Information  Act  (FOIA)  and  the  Privacy 
Act  (PA).  The  right  of  privacy  is  not  absolute  and  it  is  subject  to  restriction 
by  statutes  based  upon  a  compelling  governmental  interest.  [See  Boe  v.  Wade, 
410  U.S.  113  (1973)]  The  task  for  Congress  and  the  courts  is  "to  balance  the 
opposing  interests."  [See  discussion  in  Dept.  of  Air  Force  v.  Rose,  425  U.S.  352, 
361-62  (1976)] 

The  constitutional  right  of  privacy  must  be  distinguished  from  the  general 
law  of  privacy  which  provides  a  tort  action  for  unlawful  invasions  of  privacy 
«s  defined  by  the  common  law  or  statutes  of  a  state.  The  constitutional  right  of 
privacy  not  only  is  limited  to  invasions  by  government.  It  also  is  constricted  in 
the  topics  to  which  it  applies.  In  Paul  v.  Davis  [424  U.S.  693  (1976)],  the 
Supreme  Court  held  that  plaintiff's  right  of  privacy  was  not  violated  by  the 
distribution  by  the  police  of  flyers  in  which  he  was  listed  among  those  who 
were  described  as  "active  shoplifters,"  Such  disclosure,  said  the  Couft,  does  not 
invade  the  right  of  privacy  which  is  protected  by  the  Constitution :  "Respond- 
ent's case,  however,  comes  within  none  of  tliese  areas.  He  does  not  seek  to 
•uppress  evidence  seized  in  the  course  of  an  unreasonable  search.  See  Katz  v. 
United  States,  389  U.S.  S74,  351  19  L.  Ed.  2d.  576,  88  S.  Ct.  507  (1967)  ;  Terry 
T.  Ohio,  392  U.S.  1,  8-9,  20  L.  Ed.  2d.  889,  88  S.  Ct.  1868  (1968).  And  our  other 
"right  of  privacy"  cases,  while  defying  categorical  description,  deal  generally 
with  substantive  aspects  of  the  Fourteenth  Amendment.  In  Roe  the  Court 
pointed  out  that  the  i>ersonal  rights  foimd  in  this  guarantee  of  personal  privacy 
must  be  limited  to  those  which  are  "fundamental"  or  "implicit  in  the  concept 
of  ordered  liberty"  as  described  in  Palko  v.  Oonnecticut,  302  U.S.  319,  325,  82 
L.  Ed.  288.  58  S.  Ct  149  (1937).  The  activities  detailed  as  being  within  this 
definition  were  ones  very  different  from  that  for  which  respondent  claims  con- 
stitutional protection — matters  relating  to  marriage,  procreation,  contraception, 
family  relationships,  and  child  rearing  and  education.  In  these  areas  it  has  been 
held  that  there  are  limitations  on  the  States'  power  to  substantively  regulate 
■conduct 

Respondent's  claim  is  far  afield  from  this  line  of  decisions.  He  claims  consti- 
tutional protection  against  the  disclosure  of  the  fact  of  his  arrest  on  a  shop- 
lifting charge.  His  claim  is  based,  not  upon  any  challenge  to  the  State's  ability 
,to  restrict  his  freedom  of  action  in  a  sphere  contended  to  be  "private,"  but 
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Instead  on  a  claim  that  tlie  State  may  not  publicize  a  record  of  an  official  act 
such  as  an  arrest.  None  of  our  subs^tantive  privacy  decisions  hold  this  or  any- 
thing like  this,  and  we  decline  to  enlarge  them  in  this  manner."  [424  U.S.  at 
713] 

Interestingly,  the  Court  in  Paul  v.  Davis  also  held  that  a  cause  of  action  for 
defamation  under  state  tort  law  could  not  be  converted  into  a  federal  civil 
rights  claim  actionable  under  42  USC  §  1983  merely  on  the  ground  that  the 
defamation  was  uttered  by  a  public  official.  The  Court  held  that  the  interest  in 
"reputation  alone,  apart  from  some  more  tangible  interests  such  as  employment," 
is  not  within  the  meaning  of  the  liberty  and  property  protected  by  the  Due 
Process  Clause  of  the  Fourteenth  Amendment.  [424  U.S.  at  701]  This  conclusion 
would  indicate,  among  other  things,  that  the  mere  exchange  of  intelligence 
information  among  governmental  agencies  would  not  of  itself  violate  any  con- 
stitutional right  of  the  subject  to  restrict  the  use  of  that  information. 

It  is  surely  not  my  purpose,  however,  to  contend  that  the  right  of  privacy  is 
not  affected  by  law  enforcement  intelligence  activities.  In  Whalen  v.  Roe,  97 
S.Ct.  869  (1977),  the  Supreme  Court  upheld  the  New  York  requirement  that  a 
record  of  every  prescription  for  certain  drugs,  with  the  patient's  name,  must  be 
filed  with  the  state  and  retained  by  the  state  in  confidence.  Justice  Stevens,  for 
the  Court,  noted  in  Whalen  that  "The  cases  sometimes  characterized  as  pro- 
tecting "privacy"  have  in  fact  involved  at  least  two  different  kinds  of  interests. 
"One  is  the  individual  interest  in  avoiding  disclosure  of  personal  matters,  and 
another  is  the  interest  in  independence  in  making  certain  kinds  of  important 
decisions."  [97  S.Ct  at  876]  Whatever  the  conceptual  limits  on  the  privacy 
right  described  in  Whalen,  it  seems  clear  that  it  is  involved  in  the  intelligence 
issues  which  are  the  subject  of  these  hearings.  Our  inquiry,  however,  is  whether 
there  is  a  sufficient  governmental  interest  presented  to  justify  the  restriction  on 
privacy.  In  Whalen  v.  Roe,  for  example,  the  Court  foimd  such  an  interest  in 
"the  State's  vital  interest  in  controlling  the  distribution  of  dangerous  drugs." 
[97  S.Ct.  at  876] 

The  limited,  non-absolute  nature  of  the  constitutional  right  of  privacy  indi- 
cates that  the  restrictions  imposed  on  law  enforcement  intelligence  by  the  Free- 
dom of  Information  Act  and  the  Privacy  Act  are  not  mandated  by  the  Constitu- 
tion. They  have  been  imposed  by  Congress  and  it  is  within  the  power  of  Con- 
gress to  remove  them.  Whether  and  to  what  extent  those  restrictions  are  to  be 
retained  should  depend  on  their  practical  impact  on  the  intelligence  function 
as  well  as  on  individual  rights.  With  these  considerations  in  mind,  it  will  be 
helpful  to  note  some  effects  of  those  statutes  in  their  operation  to  date. 

The  1974  Amendment  to  the  Freedom  of  Information  Act  provides  that  the 
disclosure  requirements  of  the  Act  do  not  apply  to:  "(7)  Investigatory  records 
compiled  for  law  enforcement  purposes,  but  only  to  the  extent  that  the  produc- 
tion of  such  records  would  (A)  interfere  with  enforcement  proceedings,  (B) 
deprive  a  person  of  a  right  to  a  fair  trial  or  an  impartial  adjudication,  (C) 
constitute  an  unwarranted  invasion  of  personal  privacy,  (D)  disclose  the  iden- 
tity of  a  confidential  source  and,  in  the  case  of  a  record  compiled  by  a  criminal 
law  enforcement  authority  in  the  course  of  a  criminal  investigation,  or  by  an 
agency  conducting  a  lawful  national  security  intelligence  investigation,  confi- 
dential information  furnished  only  by  the  confidential  source.  (E)  disclose 
investigative  techniques  and  procedures,  or  CF)  endanger  the  life  or  physical 
safety  of  law  enforcement  personnel ;" 

This  exemption  replaced  a  broader  exemption  which  simply  covered:  "(7) 
investigatory  files  compiled  for  law  enforcement  purposes  except  to  the  extent 
available  by  law  to  a  party  other  than  an  agency  ;" 

As  Ambassador  Silberman,  who  formerly  served  as  Deputy  Attorney  General, 
testified,  this  change  forced  "the  law  enforcement  agencies  to  make  a  page  by 
page  analytical  analysis  within  massive  files  in  order  to  make  the  determination 
as  to  what  information  in  that  file  was  mandatorily  disclosable  under  the  law 
and  what  could  be  exempted."  In  addition  to  a  cost  of  millions  of  dollars,  this 
new  procedure  Increased  the  risk  of  human  error  causing  "the  disclosure  of 
information  that  should  not  be  disclosed."  One  result  has  been  to  chill  the 
absolutely  essential  activity  of  informants  in  providing  information  to  the 
agencies.  Ambassador  Silberman  further  described  the  general  situation  as  an 
exaggerated  swing  of  a  pendulum  in  a  direction  hostile  to  learitimate  law  en- 
forcement interests.  An  example  he  cited  was  the  Hanafi  Muslim  disturbnnce 
in  Washington.  The  District  of  Columbia  police  "had  destroyed  their  intelligence 
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files  at  a  time  when  it  was  desperately  important  for  Federal  ofllcials  to  know 
information  about  the  Hanafi  group." 

In  testimony  before  the  Subcommittee  on  Criminal  Laws  and  Procedures, 
John  J.  Olszewski,  former  director  of  the  Intelligence  Division  of  the  Internal 
Revenue  Service,  emphasized  that  the  FOIA  and  PA  have  had  the  effect  of 
curtailing  the  formerly  effective  efforts  of  the  I.R.S.  to  collect  unpaid  taxes 
from  profiteers  in  narcotics  and  other  activities  of  organized  crime.  These 
efforts  depend  on  an  efficient  information  gathering  and  retrieval  system,  in- 
cluding especially  the  eflScient  passing  of  relevant  information  among  the  I.R.S. 
and  other  federal  and  state  agencies.  Such  exchanges  of  information  have  been 
drastically  curtailed  by  the  FOIA  and  the  PA. 

A  striking  illustration  of  the  harmful  impact  of  the  FOIA  and  the  PA  was 
offered  in  the  testimony  of  Stuart  Knight,  Director  of  the  Secret  Service,  Mr. 
Knight  estimated  that  there  has  been  a  fifty  to  sixty  percent  falloff  in  the 
quantity  of  the  information  received  by  the  Secret  Service  from  other  law 
enforcement  agencies.  Moreover,  Mr.  Knight  agreed  with  Senator  Hatch's 
estimate  that  there  has  been  a  twenty-five  percent  reduction  in  the  quality  of 
the  information  received  by  the  Secret  Service.  When  the  President  of  the 
United  States  visits  a  city  such  as  Chicago,  where  the  intelligence  files  "have 
been  locked  up  or  destroyed  or  otherwise  done  away  with,"  the  Secret  Service 
must  rely  on  the  "personal  recollections"  of  the  local  police  as  to  potential 
threats  to  the  President.  In  fact,  the  Secret  Service  has  recommended  to  the 
President  that  he  not  visit  certain  undisclosed  cities  because  of  the  unavail- 
ability of  adequate  intelligence.  Among  other  things,  as  Senator  Hatch  noted, 
state  and  local  law  enforcement  agencies  now  often  operate  under  "a  virtual 
ban  on  electronic  surveillance;  a  ban  in  most  cases  on  taking  photographs  of 
demonstrations ;  and  the  increasing  difficulty  of  getting  information  from  private 
citizens  because  they  fear  that  their  names  will  have  to  be  made  public"  Mr. 
Knight  agreed  with  Senator  Hatch's  statement  that  "this  intelligence  erosion 
increases  the  danger  to  the  President  of  the  United  States  and  to  the  foreign 
dignitaries  as  well."  Mr.  Knight  expressed  the  hope  that  Congress  will  consult 
the  Secret  Sei^vice  and  other  law  enforcement  agencies  before  devising  new 
guidelines  in  this  most  important  area. 

Glen  D.  King,  the  executive  director  of  the  International  Association  of 
Chiefs  of  Police,  observed  that :  ".  .  .  the  Washington  State  Patrol  reports  that, 
because  the  FBI  can  no  longer  conduct  surveillance  operations  except  in  open 
investigative  cases,  the  patrol  no  longer  has  access  to  information  it  was  once 
provided  by  the  Bureau.  Specifically,  on  two  occasions,  organized  crime  figures 
traveled  into  the  State  of  Washington,  and  the  police  agencies  know  nothing  of 
their  presence  until  after  their  departure  from  the  State.  Prior  to  the  enact- 
ment of  the  FOIA  and  Privacy  Act,  the  FBI  would  have  monitored  the  move- 
ments of  these  figures  and  notified  the  State  of  Washington  of  their  activities." 

Mr.  King  emphasized  that  the  "overall  efficiency"  of  any  law  enforcement 
agency  is  determined  more  "by  its  ability  to  have  adequate  Intelligence  data 
than  by  any  other  thing." 

Peter  B.  Bensinger,  Administrator  of  the  Drug  Enforcement  Administration, 
noted  three  effects  which  seem  to  have  been  caused  by  the  FOIA:  "(1)  the 
decline  of  the  information  flow  from  particular  sources,  such  as  businesses, 
banks  and  telephone  companies;  (2)  the  reluctance  of  persons  to  become  in- 
formants; and  (3)  a  real  concern  on  the  part  of  foreign,  State,  and  local  law 
enforcement  agencies  regarding  our  ability  to  safeguard  the  data  they  may 
provide." 

The  Drug  Enforcement  Administration  was  required  under  the  FOIA  to 
release  to  three  requestors,  one  of  whom  was  an  inmate  of  a  prison,  the  details 
of  a  simplified  method  of  making  liquid  hashish  which  was  contained  in  an 
intelligence  brief  for  the  training  of  DEA  agents.  DEA  officials  testified,  too, 
that  under  the  FOIA  they  might  be  required  to  make  public  the  tail  numbers 
and  location  of  DEA  aircraft  and  the  names  and  posts  of  duty  of  all  the  general 
investigators  other  than  criminal  investigators. 

Various  witnesses  engaged  in  Industrial  security  testified  that  the  FOIA  and 
the  PA  have  restricted  their  efforts  to  deal  with  terrorism,  organized  crime 
activities  directed  against  their  companies  and  technology  theft  Mr.  Lindsay  L. 
Baird.  .Tr.,  testified  that  "The  Privacy  Act  of  1974  has  all  but  sealed  criminal 
records ;  however,  industry  has  a  legitimate  and  pressing  need  for  selected 
criminal  history  information."  They  particularly  complained  about  their  general 
inability  to  conduct  adequate  background  checks  on  employees. 
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Robert  E.  Chasen,  Commissioner  of  Customs  of  the  U.S.  Customs  Service, 
testified  tliat,  because  of  the  FOIA  and  the  PA,  the  flow  of  confidential  infor- 
mation to  the  Customs  Service  has  been  diminished.  For  example,  "International 
law  enforcement  agencies  have  been  less  willing  to  provide  intelligence  and 
other  needed  information,  the  confidentiality  of  which  we  can  no  longer  guar- 
antee under  present  public  disclosure  laws." 

The  Customs  Service  has  been  required  under  the  FOIA  to  release  the  names 
of  all  its  agents,  inspectors  and  other  officers  involved  in  civil  cases  and  was 
required  to  furnish  to  the  Women's  Division  of  the  ACLU  a  roster  of  all  its 
female  customs  inspectors.  In  fact,  the  total  personnel  roster  of  the  Customs 
Service  is  available  under  the  FOIA.  Such  disclosure  would  seem  to  impinge 
on  the  privacy  rights  of  the  agents  involved,  especially  since  it  could  conceiv- 
ably place  them  in  danger.  Mr.  Chasen  favored  amendments  to  the  FOIA 
which  would:  return  to  the  old  statute  exempting  all  investigative  files  from 
disclosure,  with  strict  disciplinary  measures  against  those  who  abuse  the 
exemption ;  exempt  the  rosters  of  investigative  agents ;  exempt  investigative 
and  other  sensitive  manuals ;  and  remove  the  ten-day  limit  on  replies  so  as  to 
provide  more  fiexibility  in  dealing  with  requests  from  subjects  under  active 
investigation. 

A  further  harmful  Impact  of  the  PA  was  indicated  in  the  hearings  held  by 
the  Internal  Security  Subcommittee  with  respect  to  the  trans-Alaska  pipeline. 
The  Alyeska  Pipeline  Service  has  been  prevented  from  making  background 
checks  on  employees  and  the  protection  of  the  pipeline  against  terrorist  attacks 
has  been  impeded  by  the  reduced  exchange  of  intelligence  information  among 
law  enforcement  agencies. 

The  hearings  of  this  committee  and  of  the  Internal  Security  Subcommittee 
have  verified  these  and  other  harmful  effects  of  the  FOIA  and  PA.  It  is  urgent 
that  Congress  correct  those  defects,  since  "'(t)he  most  basic  function  of  any 
government  Is  to  provide  for  the  security  of  the  individual  and  his  property'  .  .  . 
and  unless  Government  safeguards  its  own  capacity  to  function  and  to  preserve 
the  security  of  its  people,  society  itself  could  become  so  disordered  that  all 
rights  and  liberties  would  be  endangered."  [United  States  v.  United  States 
District  Court,  407  U.S.  297.  312  (1972)  1 

It  should  not  be  supposed,  however,  that  the  FOIA  and  PA  have  not  achieved 
good  ends.  They  were  enacted  to  meet  a  genuine  need  for  more  openness  in 
government,  on  the  one  hand,  and,  on  the  other,  more  protection  for  the  right 
to  be  left  alone.  What  is  necessary  now  is  not  a  dismantling  of  those  statutes, 
but  rather  corrective  surgery  to  bring  them  more  into  line  with  their  original 
and  laudable  purpose. 

Remedial  adjustments  in  the  Freedom  of  Information  Act  and  the  Privacy 
Act.  including  those  recommended  by  Mr.  Chasen  and  perhaps  others,  can  be 
made  without  upsetting  the  delicate  balance  between  privacy  and  security,  each 
of  which  is  a  public  interest  of  a  high  order.  A  primary  concern  here  should  be 
the  restoration  of  protection  to  those  who.  in  the  exercise  of  their  civic  dutv, 
volunteer  information  to  Taw  enforcement  authorities.  "The  conviction  that 
private  citizens  have  a  duty  to  provide  assistance  to  law  enforcement  officials 
when  it  is  required  Is  by  no  means  foreign  to  our  traditions.  .  .  .  The  [in- 
former's] privilege  recosnl-^es  the  obligation  of  citizens  to  commuTiioate  their 
knowledge  of  the  commission  of  crimes  to  law-enforcement  officials  and,  bv 
preserving  their  anonvmitv,  encourages  them  to  r>erform  that  obligation." 
[United  States  v.  Netc  York  Trlevhone  Co.,  98  S.Ct.  364.  374.  fn.  24  (1977)]  A 
further  essential  concern  Is  the  restoration  of  the  capncity  of  law  enforcement 
aeencies  to  exchange  necessary  Intelligence  Information  among  themselves. 
These  and  other  legitimate  objectives  can  be  achieved  so  as  to  restore  In  this 
area  the  capacity  of  government  to  7>erform  Its  basic  duty  of  preserving  order 
without  infringing  upon  the  properly  conceived  rights  of  the  people. 

Mr.  Rice.  As  far  as  my  backjrroiind  is  concern  rd,  I  am  a  professor 
of  law  at  Notre  Dame  University  Law  School.  I  have  had  a  primary 
interest  in  areas  involving  constitutional  laws,  ci\dl  rights,  etc. 

On  the  particular  issue  that  is  involved  here,  I  think  the  first  thing 
that  ought  to  be  said  is  that  we  are  dealing  with  a  constitutional 
right  which  is  of  uncertain  dimensions  at  best  and  actually  is  of 
uncertain  origins.  That  is  the  right  to  privacy 
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The  right  to  privacj^,  of  course,  is  involved  in  the  fourth  amend- 
ment right  to  be  secure  against  unreasonable  search  and  seizures.  It 
also  was  articulated  by  the  Supreme  Court  in  1965  in  the  Griswold 
case  in  a  limited  context  involving  marital  privacy.  _ 

There  have  been  a  few  further  cases  on  that  subject.  I  have  re- 
counted them  in  the  prepared  statement ;  specifically,  Paul  v.  Davis, 
Whalen  v.  Boe,  and  others. 

Even  taking  the  most  latitude  in  the  description  of  privacy— for 
example,  the  description  in  Whalen  v.  Boe,  that  the  right  of  privacy 
includes  the  individual  interests  in  avoiding  disclosure  of  personal 
matters  and  even,  therefore,  conceding  that  the  right  of  privacy  is 
involved  in  these  matters,  which  I  do  concede,  it  must  be  said  that 
the  right  of  privacy  is  not  absolute.  What  is  necessary  is  a  balancing 
operation. 

Mr.  Carrington  has  mentioned  what  he  called  the  total  privacy 
concept.  I  think  he  has  put  his  finger  on  the  problem.  The  problem 
is  the  absolutization  of  privacy,  regarding  privacy  as  absolutely 
protected,  completely  outside  the  context  in  which  it  is  actually 
engaged. 

Without  going  into  the  cases  which  are  in  the  statement,  I  think  it 
is  safe  to  say  that  the  right  to  privacy  is  a  very  important  consitu- 
tional  right.  Nevertheless,  it  is  limited.  It  is  not  absolute.  It  is  fair  to 
say  that  the  restrictions  imposed  on  law  enforcement  intelligence  by 
the  Freedom  of  Information  Act  and  the  Privacy  Act  are  not  man- 
dated by  this  right  of  privacy.  They  are  imposed  by  Congress,  and 
it  is  within  the  power  of  Congress  to  change  them  or  remove  them. 

We  are  talking,  therefore,  about  a  question  of  prudential  judgment. 
We  are  not  talking  about  constitutional  mandate.  It  seems  clear  to 
me  that  what  the  Congress  has  to  do  is  to  keep  in  mind  the  balance 
between  the  legitimate  interest  in  privacy — whatever  it  is,  the  right 
to  be  left  alone,  to  avoid  disclosure  of  personal  matters,  et  cetera — 
on  the  one  hand,  and  on  the  other  hand  the  very  important  interest 
in  security. 

With  that  in  mind,  it  should  be  noted  that  there  have  been  specific 
areas  where  these  two  enactments — the  Freedom  of  Information  Act 
and  the  Privacy  Act— have  operated  in  a  counterproductive  way  so 
as  to  frustrate  the  legitimate  expectations  of  free  people. 

I  would  like  to  touch  on  these,  summarizing  the  somewhat  more 
detailed  discussions  in  the  prepared  statement. 

It  is,  first  of  all,  significant  that  the  1974  amendment  to  the  Free- 
dom of  Information  Act  provided  that  the  disclosure  requirements 
of  the  act  do  not  apply  to  investigatory  records  compiled  for  law 
enforcement  purposes  but  only  to  the  extent  that  they  fall  within 
several  specific  categories — six  specific  categories. 

This  new  exemption  replaced  the  former,  broader  exemption  which 
simply  covered  "investigatory  files  compiled  for  law  enforcement 
purposes  except  to  the  extent  available  by  the  law  to  a  party  other 
than  an  Agency." 

In  the  testimony  of  Ambassador  Silberman,  it  was  made  clear  that 
this  change  in  the  law,  allowing  for  the  exemption  of  investigatory 
files  only  in  a  very  few  specific  instances,  required  law  enforcement 
agencies  to  make  a  detailed,  page-by-page,  analysis  of  their  files. 
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A  couple  of  things  happened  here.  One  was  the  enormous  expense 
involved,  the  drain  on  the  time  of  the  agencies.  Another  thing  that 
happened  was  that  the  risk  of  error  was  increased. 

Consequently,  there  was  a  chilling  effect  on  the  activity  of  inform- 
ants providing  information  to  those  agencies.  This  is  an  activity 
of  informants  providing  information  to  those  agencies.  This_  is  an 
activity  which  is  absolutely  essential,  as  has  been  made  clear  in  Mr. 
Carrington's  prepared  statement.  It  is  absolutely  essential  for  a  law 
enforcement  operation. 

Ambassador  Silberman  cited  specifically  the  Hanafi  Muslim  disturb- 
ance in  Washington  as  an  example  of  what  he  called  "an  exagger- 
ated swing  of  the  pendulum."  This  is  a  result  of  the  hysteria  in  the 
post- Watergate  era,  but  it  is  also  advanced,  in  a  sense,  by  this  change 
in  the  law  from  the  previous,  more  simple,  exemption  of  investiga- 
tory material. 

You  have  had  testimony  from  Mr.  Olszewski,  the  former  director 
of  the  Intelligence  Division  of  the  Internal  Revenue  Service,  empha- 
sizing the  impediments  which  have  been  created  by  the  Freedom  of 
Information  Act  and  the  Privacy  Act  against  the  exchange  of 
information  among  the  IRS  and  other  Federal  and  State  agencies. 

Among  other  things,  this  has  had  the  effect  of  impeding  the  collec- 
tion of  unpaid  taxes  from  profiteers  in  narcotics  and  other  activities 
of  organized  crime. 

Moving  further,  there  was  given  before  this  subcommittee  testi- 
mony which  I  think  is  very  pathetic  as  well  as  striking.  That  is  the 
testimony  of  Mr.  Knight,  the  Director  of  the  Secret  Service. 

Mr.  Knight  is  concerned  with  the  most  important  function  of 
protecting  the  safety  of  not  only  the  President  but  various  other 
enumerated  officials  and  foreign  dignitaries  as  well. 

He  estimated  that  there  has  been  a  50  to  60  percent  fall-off  in  the 
quantitv  of  information  received  by  the  Secret  Service  from  other 
law  enforcement  agencies.  He  agreed  with  Senator  Hatch's  estimate 
that  as  far  as  quality  of  information  is  concerned,  there  has  been  a 
25-percent  fall-off. 

The  result  is  that  the  intelligence  erosion,  as  Mr.  Knight  agreed, 
increases  the  danger  to  the  President  of  the  United  States  and  to 
foreign  dignitaries  as  well. 

Just  consider  this,  if  you  will.  If  the  President  of  the  United 
States  were  to  go  to  a  city  like  Chicago  where  the  intelligence  files 
have  been  locked  up  or  destroyed  or  otherwise  done  away  with,  the 
Secret  Service  would  have  to  get  on  the  phone  and  talk  to  Chicago 
law  enforcement  people  and  rely  on  what  Mr.  EJiight  called  "the 
institutional  recollection,"  that  is  the  memory  of  the  individual  law 
enforcement  people  in  that  city,  asking  them  if  they  recall  particular 
people  that  the  Secret  Service  ought  to  look  out  for  when  the  Presi- 
dent comes  to  town. 

This  is  a  pathetic  situation— outrageous,  to  sav  the  least. 

Mr.  ScHULTZ.  It  is  far  more  dangerous  than  if  they  perhaps  occa- 
sionally violate  some  procedural  rule  in  the  collection  of  informa- 
tion ? 

Mr.  Rice.  Yes.  It  certainly  is,  particularly  since  those  procedural 
rules  are  not  written  on  tablets  of  stone.  These  are  rules  to  facilitate 
the  operation  of  a  free  republic. 
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If  the  President  of  the  United  States  cannot  go  into  a  major  city 
without  serious  risk  to  his  life,  I  think  we  have  reached  a  very 
pathetic  situation,  if  I  may  use  that  term. 

The  result  is  that  the  Secret  Service  has  advised  the  President  that 
there  are  certain  cities — not  disclosed  by  Mr.  Knight — which  the 
President  would  be  well  advised  not  to  enter  because  of  the  danger. 

If  nothing  else,  this  demonstrates  to  me  the  need  for  an  alteration 
in  thse  two  statutes.  One  of  the  major  reasons  for  this  is  the  fall-off 
of  intelligence  availability,  both  quantitatively  and  qualitatively,  to 
the  Secret  Service. 

Moving  further  along,  Mr.  Bensinger,  the  Administrator  of  the 
Drug  Enforcement  Administration,  testified  before  this  subcommit- 
tee, and  he  noted  that  there  has  been  a  decline  in  the  flow  of  infor- 
mation from  particular  sources  such  as  businesses,  banks,  telephone 
companies. 

People  are  reluctant  to  become  informants.  Further,  foreign, 
State,  and  local  law  enforcement  agencies  are  reluctant  to  cooperate 
with  the  Drug  Enforcement  Administration  because  they  doubt  the 
capacity  of  the  DEA  to  safeguard  confidentiality  of  information  as 
provided  to  it. 

Obviously,  the  problem  of  drug  enforcement  is  one  which  requires 
international  as  well  as  interstate  cooperation.  When  you  get  into  a 
situation  where  foreign  agencies,  as  Mr.  Bensinger  has  testified,  are 
unwilling  to  cooperate,  then  you  have  very  serious  consequences  in 
terms  of  narcotics  traffic. 

Further  in  his  testimony,  Mr.  Bensinger  described  the  absurd  con- 
sequences where,  for  example,  the  Drug  Enforcement  Administration 
under  the  Freedom  of  Information  Act  was  required  to  release  to 
three  persons  who  requested  it — one  of  whom  was  an  inmate  of  a 
prison — the  details  of  a  simplified  method  of  making  liquid  hashish 
contained  in  an  intelligence  brief  for  the  training  of  DEA  agents. 

The  best  that  Mr.  Bensinger  could  say  was  "We  hope  the  warden 
did  not  give  it  to  him,"  meaning  the  prisoner.  Nevertheless,  the  DEA 
was  required  to  divulge  that  information,  and  of  course  it  did  go  to 
the  other  two  persons  who  requested  it  who  were  not  prisoners. 

Further,  he  said  there  was  some  doubt  about  the  capacity  of  the 
DEA  to  withhold  information  even  as  to  the  tail  numbers  and  loca- 
tions of  DEA  aircraft  and  the  names  and  posts  of  duty  of  all  the 
general  investigators  other  than  criminal  investigators. 

A  further  example  of  the  imf avorable  and  intolerable  consequences 
of  these  two  statutes  came  in  the  testimony  of  various  industry  rep- 
resentatives who  commented  upon  their  incapacity  to  deal  with  prob- 
lems of  terrorism,  organized  crime,  and  technology  theft  because  of 
the  restrictions  of  these  two  statutes. 

They  were  particularly  concerned  about  the  incapacity  to  get  back- 
ground information  on  prospective  employees  and  on  present  em- 
ployees. 

^  A  similar  concern  was  voiced  with  respect  to  the  trans- Alaska  pipe- 
line where  the  Alyeska  Pipeline  Service  has  been  prevented  from 
making  background  checks  on  employees  by  these  enactments  and  is 
therefore  relatively  defenseless  in  that  respect  against  terrorist  at- 
tacks. 
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Further  along  in  the  testimony  before  this  subcommittee,  when 
the  Commission  of  Customs,  Mr.  Chasen,  testified,  he  noted  the  de- 
cline in  the  flow  of  information  to  the  Customs  Service.  He  noted  the 
reluctance  of  foreign  agencies  to  cooperate  with  the  United  States 
Customs  Service  because  of  their  fear  that  the  Customs  Service 
could  not  preserve  the  confidentiality  of  their  information. 

He  noted  the  requirement  under  the  Freedom  of  Information  Act 
that  the  Customs  Service  divulge  the  names  of  all  its  agents,  inspec- 
tors, and  other  officers  involved  in  civil  cases. 

They  were  required  to  furnish  to  the  Women's  Division  of  the 
American  Civil  Liberties  Union  a  roster  of  all  the  female  customs 
inspectors.  In  fact,  Mr.  Chasen  testified  that  the  total  personnel  roster 
of  the  Customs  Service  is  available  under  the  Freedom  of  Informa- 
tion Act. 

I  might  add  here  that  those  who  absolutize  the  right  of  privacy 
overlook  the  fact  that  there  are  other  people  who  are  entitled  to  the 
right  of  privacy. 

You  have  here  various  employees,  investigators  in  the  Customs 
Service,  who  may  not  be  within  the  specific  exemptions  in  the  statute 
but  nevertheless  have  a  definite  interest  in  not  having  their  status 
spread  abroad  for  various  reasons,  not  the  least  of  which  is  a  legiti- 
mate fear  for  safety. 

I  would  conclude  these  remarks,  Mr.  Chairman,  by  observing  that 
what  is  necessary,  in  my  opinion,  is  the  enactment  of  remedial  legis- 
lation so  as  to  restore  a  balance  to  these  statutes. 

They  do,  within  limits,  serve  a  legitimate  purpose — the  Freedom 
of  Information  Act  and  the  Privacy  Act.  However,  they  have  be- 
come mibalanced.  They  do  not  work  well  together.  They  work, 
rather,  at  cross  purposes  with  each  other  frequently.  There  is  a  defi- 
nite need  for  amendments  to  restore  the  capacity  of  the  people  of 
this  country  to  protct  themselves  in  legitimate  ways — through  law 
enforcement  intelligence  activities. 

I  believe  this  can  be  done  through  a  reasonable  balancing  of  these 
interests  without  invading  any  legitimate  concept  of  privacy. 

Thank  you. 

Senator  Thurmond.  Mr.  Carrington  and  Professor  Rice,  we  thank 
you  for  your  valuable  contribution  to  our  hearing  record  this  morn- 
ing. We  will  have  some  questions  for  both  of  you,  and  we  will  start 
with  you,  Mr.  Carrington. 

We  find  particularly  impressive  the  case  histories  you  cite.  Would 
you  just  comment  a  moment  on  the  quote  you  furnished  us  from 
Chief  Justice  Weintraub  of  the  New  Jersey  Supreme  Court  in  An- 
derson V.  SUls. 

You  quoted  Justice  Weintraub  as  saying  that  intelligence  gather- 
ing is  a  critical  Government  power,  and  I  quote,  "to  enable  it  to 
satisfy  the  very  reason  for  its  being — to  protect  the  individual  in  his 
person  and  things." 

In  the  light  of  the  testimony  the  subcommittee  has  taken  to  date, 
and  in  view  of  your  comments  this  morning,  I  think  you  have  made 
a  very  persuasive  argument  that  we  have  gone  somewhat  overboard 
in  protecting  the  privacy  of  the  criminals  of  our  society  at  the  ex- 
pense of  the  privacy  and  the  rights  of  the  great  mass  of  citizens  and 
the  ability  of  our  Government  to  protect  them. 
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For  example,  we  protected  the  privacy  of  the  Hanafi  Muslims, 
according  .to  the  Washin^on,  D.C.  intelligence  unit,  it  destroyed  its 
records  and  wiped  out  all  undercover  activities  by  the  D.C.  Police 
Department. 

This  zeal  in  protecting  the  privacy  of  Extremist  groups  resulted  in 
the  gross  criminal  violation  of  the  privacy  of  hundreds  of  other 
District  of  Columbia  citizens  who  are  still  bearing  the  scars  of  this 
ordeal.  They  suffered  as  victims  of  the  Hanafii  Muslims. 

Similarly,  it  is  obvious  from  testimony  given  to  this  subcommittee, 
that  drug  trafficking  by  criminal  elements  is  able  to  operate  more 
freely  with  less  danger'of  being  caught,  thanks  to  the  protection  of 
the  privacy  laws. 

Inevitably,  there  has  been  an  increase  in  drug  traffic  and  pushers. 
This  means"  that  tens  of  thousands  of  Americans,  even  hundreds  of 
thousands  of  Americans,  are  becoming  involved  with  heroin  and 
cocaine  and  extremely  expensive  drugs.  In  order  to  maintain  habits, 
they  have  engaged  in  burglaries  and  other  criminal  activities. 

The  question  which  comes  to  mind  is  whether  in  protecting  the 
privacy  of  the  drug  traffickers  we  have  not  created  a  situation  where 
hundreds  of  thousands  of  law  abiding  citizens  every  years  are  suffer- 
ing criminal  invasions  of  privacy  in  attacks  on  their  homes  and 
persons. 

I  wonder  if  you  would  care  to  comment  on  this  contradiction,  Mr. 
Carrington  ? 

Mr.  CARRrN-GTOX,  I  think  what  you  have  said,  Mr.  Chairman,  un- 
derscores the  reason  for  intelligence  gathering  capacity  among  our 
own  enforcement  agencies.  It  can  be  summed  up  in  a  single  word — 
prevention. 

As  we  know,  the  Hanafi  Muslim  terrorists  were  apprehended,  and 
they  were  tried,  and  they  were  convicted,  and  they  received  long 
prison  terms. 

That  does  not  do  very  much  for  the  radio  station  employee  who 
was  murdered  by  these  terrorists. 

By  the  same  token,  the  DEA  still  functions  very  well  in  making 
peir;ures  of  narcotics,  but,  as  it  has  been  noted,  their  preventive  capac- 
ity has  been  eroded  to  a  tremendous  extent. 

It  is  not  like  an  armed  robbery  which  you  generally  cannot  pre- 
vent. You  can  have  police  patrols  that  might  deter  it.  If  someone  is 
bound  to  commit  an  armed  robbery,  he  is  going  to  commit  an  armed 
robbery.  You  solve  an  armed  robbery  by  finding  the  person  who  did 
it.  That  i«5  a  street  crime  and  really  not  preventable. 

But  secretive  crim.es,  the  crimes  that  terrorists  deal  in,  covert  es- 
pionage agents,  secret  narcotics  trafficking,  can  be  prevented  by  pene- 
tration into  the  system  and  gaining  knowledge  of  the  ongoing  nature 
of  the  crime,  and  then  taking  the  appropriate  law  enforcement 
actions. 

So  I  think  that  the  people  who  have  testified  here,  and  I  know  I 
certainlv  feel  that  the  erosion  comes  in  the  preventive  aspect  of  this 
particular  field  of  law  enforcement.  As  I  said,  it  is  all  very  well  to 
apprehend  somebody  for  a  crime  like  that  of  the  Hanafi  Muslims 
after  the  crime  has  been  committed,  but  if  it  could  have  been  pre- 
vented, and  there  certainlv  is  some  evidence  that  it  might  well  have 
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been,  then  we  could  have  avoided  putting  hundreds  of  people 
through  an  ordeal  of  terror,  and  one  individual  might  be  alive  today. 

Mr.  ScHULTZ.  Thank  you,  Mr.  Carrington.  Mr.  Rice  would  you 
like  to  comment? 

Mr.  Rice.  I  would  certainly  agree  with  those  comments.  They 
illustrate  the  bad  effects  of  absolutizing  these  constitutional  rights. 

There  are  those  who  would  so  absolutize  the  right  of  privacy  or 
freedom  of  association  or  freedom  of  speech  or  whatever,  so  that  they 
would  not  even  let  innocent  lives  get  in  the  way. 

You  have  a  grotesque  situation  where  there  is  claimed  to  be  an 
immunity  even  to  observation  in  your  activities  and  your  associa- 
tions with  various  organizations  in  such  a  way  that  this  immunity  is 
said  to  be  so  sacrosanct  that  even  when  there  is  legitimate  reason  for 
thinking  that  it  might  serve  to  prevent  murder,  you  nevertheless 
have  that  immunity. 

I  think  that  is  the  result  of  ideology  run  wild  in  this  area.  It  is 
certainly  not  required  by  the  Constitution.  It  is  certainly  not  required 
even  by  a  proper  interpretation  of  the  Freedom  of  Information  Act 
or  the  Privacy  Act. 

I  think  that  what  has  happened — as  Mr.  Carrington  pointed  out — 
is  that  there  has  been  an  excessive  interpretation  as  the  result  of 
some  kind  of  hysterical  climate. 

Mr.  Carrington.  Professor  Rice's  comments  can  be  illustrated  very 
-dramatically  by  a  colloquy  that  I  engaged  in  with  Professor  Vem 
Countryman  who  is  a  professor  of  law  at  Harvard  University.  This 
<iolloquy  took  place  during  a  meeting  of  a  committee — an  ad  hoc 
self-appointed  committee  to  study  the  FBI — at  Princeton  University 
in  October  1971.  I  had  raised  the  point 

Mr.  ScHULTZ.  You  are  reading  from  your  book,  "The  Defenseless 
Society"? 

Mr.  Carrington.  Yes. 

Mr.  ScHULTZ.  Would  you  give  us  the  page  number,  for  the  record  ? 

Mr.  Carrington.  Yes.  I  am  starting  on  page  16,  and  I  will  be  quot- 
ing from  page  17. 

I  had  made  the  point  that  just  before  the  conference,  the  FBI  had 
apprehended  the  bombers  of  school  buses  in  Pontiac,  !Mich. — the 
bombers  being  Ku  Klux  IQan  members — and  I  said  "What  about 
that?'; 

I  will  quote  now  from  the  rest  of  the  colloquy : 

"Countryman:  "Well,  my  judgment  would  be  that  If  the  only  way  to  detect 
that  bombing  is  to  have  the  FBI  infiltrating  political  organizations,  I  would 
rather  the  bombing  go  undetected. 

"Carrington :  No  matter  whether  somebody  was  killed? 

"Countryman:  Yes.  Yes,  there  are  worse  things  than  having  people  killed. 
When  you  have  got  the  entire  population  intimidated,  that  may  be  worse.  We 
put  some  limits  on  law  enforcement  in  the  Interests  of  preserving  a  free  and 
open  society  or  at  least  we  try  to,  and  every  time  we  do  that — things  like  the 
privilege  against  self-incrimination,  things  like  the  Fourth  Amendment — every 
time  we  do  that,  that  involves  a  judgment  that  even  though  some  crimes  and 
some  crimes  involving  the  loss  of  life  will  go  undetected,  it  Is  beitter  in  the  long 
run  to  have  a  society  where  there  is  some  protection  from  police  surveillance. 

"Carrington:  I'm  not  really  that  sure  that  the  family  of  Robert  Fassnacht, 
who  was  blown  up  at  Wisconsin,  or  the  families  of  the  kids  that  were  killed  in 
the  Birmingham  church  bombing  would  agree  with  that 
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"Countryman :  I'm  sure  that  the  families  of  the  victims  would  not  agree  in 
any  of  the  instances  that  I've  mentioned  but  I  don't  believe  that  most  of  us 
would  say  that  for  that  reason  we  should  repeal  the  Fourth  and  Fifth  Amend- 
ments." 

I  consider  that  a  rather  callous  statement,  Mr.  Chairman,  on  the 
part  of  Mr.  Countryman,  but,  other  than  that,  I  think  if  you  want 
to  reach  the  absolute  limits  of  absolutizing  the  right  of  privacy,  I 
think  that  is  about  as  good  an  example  as  you  are  going  to  find. 

Mr.  Rice.  That  is  another  illustration  of  what  you  have  to  call 
ideological  fanaticism. 

I  think  it  is  significant  that  those  who  advocate  those  kinds  of 
academic  positions  are  not,  themselves,  the  bombees  or  the  targets 
of  the  bombs  involved,  and  they  are  very  ready  to  absolutize  these 
rights  when  other  people's  rights  and  lives  are  at  stake. 

I  think  it  is  abstracted  from  any  rational  theory  of  Government 
which  has  anything  to  do  with  reality. 

_  Mr.  SciiTJLTz.  I  understand  your  arguments.  You  are  saying  that  ba- 
sically our  law  enforcement  agencies  have  frequently  given  in  to 
this  antiintelligence  hysteria  which  swept  the  country  in  the  post- 
Watergate  period  and  that  many  of  the  restrictions  that  have  been 
imposed  have  been  self-imposed. 

Many  of  the  restrictions  are  not  actually  called  for  by  the  law  or  the 
court  decisions. 

Would  you  say  that  this  is  the  case  in  the  mass  destruction  of  intelli- 
gence files  and  the  locking  up  of  files  that  has  taken  place  in  many 
cities  and  States  ? 

Mr.  Carrington.  would  your  respond  ? 

Mr.  Carrington.  Yes.  It  is  an  overreaction.  It  is  a  total  over- 
reaction.  It  may  be  that  in  some  States  there  are  laws  that  require 
this. 

California,  for  example,  case  law  and  court  decisions  have  ex- 
tremely restrictive — actual  legal  restrictions  on  intelligence  gather- 
ing, but  in  most  States  there  are  no  such  restrictions,  or  the  restric- 
tions are  only  very  reasonable.  You  cannot  use  intelligence  gathering, 
for  example,  to  harass  somebody,  and  things  like  that. 

Very  few  people,  when  the  Watergate  fall-out  started,  and  when 
the  trumpets  of  privacy  started  blowing,  dug  their  heels  in  and  said : 
"What  a  minute,  you  show  us  some  statutory  law,  or  some  case  law, 
where  it  is  wrong  for  us  to  gather  intelligence." 

One,  the  commissioner  of  police  in  Baltimore,  did  exactly  that  and 
a  grand  jury  found  that  his  intelligence  records  demonstrated  abso- 
lutely no  criminal  activity  on  the  part  of  the  police.  He  was  investi- 
gated by  a  State  senate  committee  for  months  and  months,  and  they 
could  not  come  up  with  anything.  But  Commissioner  Pomerlean 
was  the  exception,  rather  than  the  rule. 

It  is  easier  just  to  go  along  with  what  is  perceived  as  the  rule  and 
take  the  fall-back  position  of  destroying  the  records.  Some  day,  they 
will  come  back  to  haunt  people. 

It  has  already  happened  in  New  York  with  the  La  Guardia  bomb- 
ing. Eleven  people  were  killed.  I  think  this  subcommittee  has  testi- 
mony that  the  police  were  stymied  because  they  had  to  destroy  their 
intelligence  files  and  no  infiltrators  or  anything.  To  my  knowledge, 
their  bombing  still  has  not  been  solved. 
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Senator  Thurmond.  Is  it  not  a  fact  that  two  years  later  they  have 
not  yet  identified  the  explosive  used  in  that  major  incident? 

Mr.  Carrington.  That  is  correct. 

Mr.  ScHULTz.  The  self-imposed  restrictions  would  impact  even  fur- 
ther on  the  dissemination  or  exchange  of  information.  If  they  do  not 
have  it,  they  cannot  exchange  it. 

Mr.  Carrington.  Yes.  That  is  right.  If  one  department  self-im- 
poses restrictions,  then  other  departments  who  may  not  have  decided 
to  undergo  this  sort  of  masochistic  self-imposition — If  they  feel  that 
Department  A  which  has  self-imposed  is  going  to  cave  in  on  the  issue, 
then  they  would  be  reluctant  to  share  their  information. 

I  do  not  think  it  is  the  police  administrator's  fault.  I  know  that  in 
the  cities  we  have  discussed  these  restrictions  are  imposed  from  the 
top  of  the  administrations,  rather  than  self-imposed  by  the  police 
departments.  There  are  some  cases  of  self -imposition,  but  policemen 
want  to  do  their  job. 

They  are  keenly  aware  that  they  do  have  a  duty,  but  when  you 
get  roiled  under  by  a  tide,  like  took  place  after  Watergate,  the  re- 
sponse in  many  instances  has  been,  unquestionably,  to  take  the  line 
of  least  resistance. 

Mr.  ScHULTZ.  Are  you  suggesting  that  this  is  a  conflict  between 
the  policy  level  and  the  line  commanders — that  the  restrictive  inter- 
pretations have  come  from  the  policy  people  ? 

Mr.  Carrington.  Certainly  in  some  instances. 

Sometimes  restrictions  have  been  enforced  by  an  outside  activity 
like  in  Chicago  where  the  Alliance  to  End  Kepression  filed  a  lawsuit 
wliich  effectively  closed  down  the  Chicago  police  intelligence  opera- 
tion. 

There  are  many  reasons  for  the  restrictions,  but  I  do  not  think 
that  the  police  administrator  who,  until  the  Watergate  furor  started, 
was  maintaining  intelligence  files,  changed  his  mind  and  said  they 
were  not  necessary.  I  think  there  was  pressure  put  on  him. 

Mr.  ScHTjLTZ.  Professor  Rice,  would  you  want  to  comment? 

Mr.  Rice.  It  might  be  worth  saying  that  the  Federal  statute  does 
not  require  these  results.  Nevertheless,  it  might  be  desirable  to  amend 
the  Federal  statute. 

You  are  depJing  with  a  fairly  widespread  practice — excessive  in- 
terpretation of  the  statute.  It  may  be  necessary  to  reverse  that  inter- 
pretation by  providing  specific  authorization  in  the  statute  for  th© 
activities  which  are  wrongfully  being  discontinued,  for  the  files  that 
are  being  destroyed  etc. 

It  seems  clear  from  various  testimonies  before  this  subcommitte© 
that  the  excessive  interpretation  at  the  State  level  has  followed,  to  & 
certain  degree,  from  the  excessive  interpretation  at  the  Federal  level, 
as  well  as  the  harmful  provisions,  in  some  respects,  of  the  acts  them- 
selves. 

So  even  though  these  excessive  interpretations  requiring  destnic- 
tions  of  files  and  other  things  are  not  themselves  required  by  the 
statute,  that  does  not  mean  that  the  statute  should  not  be  amended 
so  as  specifically  to  discontinue  those  wrongful  interpretations. 

Mr.  ScHULTZ.  I  would  suspect  that  part  of  the  problem  is  the  an- 
ticipated cost  of  defending  actions  filed  requiring  them  to  divulge 
their  files. 
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Maybe  it  is  a  bit  premature,  but  I  suspect  tliat  the  economics  have 
something  to  do  with  the  restrictive  actions. 

Mr.  Rice.  That  is  true. 

Mr.  SciiuLTZ.  It  has  been  pointed  out  that  many  law  enforcement 
a.oencies  now  restrict  their  intelligence  records  to  extremist  elements 
of  the  extreme  right  and  the  extreme  left — individuals  at  ho  liave  indict- 
ments or  convictions  against  them.  They  do  not  make  intelligence 
entries  based  on  mere  membershi])  in  the  Communist  Party,  the 
American  Nazi  Party,  the  KKK,  the  Jewish  Defense  League,  the 
Palestine  Liberation  Organization,  and  so  on. 

Are  these  restrictive  criteria  mandated  by  the  privacy  laws,  or  is 
this  just  another  case  where  law  enforcement  agencies  have  given 
ground  to  the  anti-intelligence  hysteria? 

Mr.  Rice.  If  I  may  comment  on  that,  on  the  one  hand,  the  courts 
have  required  that  rnembership  be  with  knowledge  and  specific  in- 
tent before  criminal  penalties  can  be  attached  to  that  membership, 
as  in  the  Scales  case  of  1961  in  the  Supreme  Court,  and  its  companion 
case. 

I  think  you  have  to  distinguish  that,  however,  from  the  very 
limited  activity  here  which  is  simply  information  gathering  and 
intelligence  surveillance,  and  making  notations. 

I  do  not  know  of  any  Supreme  Court  or  any  other  authoritative 
decision  which  would  require  that  entry  cannot  be  made  merely  on 
the  basis  of  membership.  It  seems  to  me  an  extravagant  interpreta- 
tion of  the  first  amendment  right  of  association,  of  the  right  to 
privacy,  and  of  the  governing  Federal  statutes,  to  limit  the  entries  to 
persons  against  whom  there  have  been  either  indictments  or  convic- 
tions. I  do  not  see  that  that  is  authorized  at  all. 

However,  again,  it  might  be  necessary,  as  a  matter  of  prudential 
judgment,  specifically  to  cover  that  in  an  amendment  to  the  statute 
in  order  to  reverse  that  interpretation. 

Mr,  ScHULTZ.  Mr.  Carrington,  do  you  have  anything  jou  would 
like  to  add  to  that  ? 

Mr.  Carrington.  No.  I  concur  with  what  Professor  Rice  has  said. 
He  summed  it  up. 

I  think  it  is  fairly  obvious  that  if  you  can  only  deal  with  people 
whom  you  know  have  been  arrested  or  convicted,  that  undercuts  the 
information  gathering  ability.  You  do  not  need  intelligence  to  target 
somebody  who  has  been  convicted  of  one  crime  as  a  possible  suspect 
in  another.  If  you  say  that  you  can  only  talk  to  the  people  you  know 
are  guilty,  you  are  undercutting  any  type  of  preventive  law  enforce- 
ment ability. 

Mr.  ScHtn.TZ.  What  about  the  interface  between  the  law  enforce- 
ment agencies  and  the  private  sector?  One  of  the  most  disturbing 
aspects  of  information  we  have  so  far  received  is  that  industry  and 
business  now  find  it  impossible  to  do  background  checks  of  people 
they  are  hiring. 

The  Alaska  pipeline  people  told  us,  for  example,  that  they  were 
unable  to  do  background  checks  on  many  thousands  of  their  em- 
ployees, and  that  this  was  of  serious  concern  with  regard  to  security. 

We  have  heard  the  same  thing  from  a  panel  of  industrial  experts 
who  testified  before  the  subcommittee.  Mr.  Donald  Duckworth  told 
the  subcommittee  of  possible  terrorist  threats  against  their  company 
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last  year.  "VVlien  tlioy  oheckcd  witli  local.  State,  and  Federal  a<roncies 
for  information  wliich  would  assist  them  in  developing  and  imple- 
mentin<?  countermeasures,  they  heard  the  same  old  refrain:  "No  in- 
formation available,"  "probably  could  not  be  released^  if  it  was 
available,"  "no  intelligence  gathering  capability,"  or  "the  intelligence 
unit  has  been  disbanded."  In  short,  no  information  collected,  and 
none  available. 

Mr.  Duckworth  said  that  they  had  precisely  the  sarne  experience 
seekinc:  information  about  possible  organized  crime  activity  directed 
against  their  company. 

Are  these  rigid  restrictions  in  sharing  information  with  the  private 
employers  actually  called  for  by  existing  legislation?  Or  do  you  feel 
that  tliis  is  another  instance  where  law  enforcement  agencies  are 
simply  givinof  in  to  the  same  pressures  in  this  area? 

Professor  Rice  ? 

Mr.  EiCE.  I  would  not  interpret  this  statute  as  requiring  that  shut- 
down in  interchange  of  information.  However,  here  again,  I  think  it 
is  desirable^ — highly  desirable — to  enact  an  amendment  to  those  stat- 
utes, because  there  are  those  who  do  interpret  them  in  that  way. 

I  do  not  think  it  needs  to  be  said  here  how  dangerous  are  the 
consequences,  not  only  in  terms  of  hiring  people  who  are  going  to 
engage  in  theft,  and  larceny,  and  that  sort  of  thing,  but  also  in 
preventing  infiltration  of  legitimate  concerns  by  organized  crime, 
and.  preeminently,  in  preventing  terrorism. 

Here  again,  you  are  coming  up  against  the  disregard  of  tlse  rights 
of  other  employees  of  these  concerns  who  have  a  right,  it  seems  to 
m.e.  to  be  protected  against  having  to  associate  in  their  working  situ- 
ation with  employees  who  are  bent  on  terrorism. 

If  I  am  an  employee  of  the  Norton  Co..  or  any  other  company.  I 
think  that  concern  owes  me  the  duty  to  restrict  the  people  it  allows 
into  a  sensitive  position  who  may  thereby  be  put  in  a  position  to 
blow  my  head  off  by  a  terrorist  act. 

There  seems  to  be  a  complete  disregard  of  the  faceless  victims  of 
these  acts  again,  in  deferencp  to  a  concentration  on  an  exaggerated, 
absolutized,  concept  of  the  right  to  privacy. 

I  verv  stronglv  would  suggest  tliat  the  act  should  be  amended  to 
terminate  this  situation. 

Mr.  SciiuLTZ.  Mr.  Carrington? 

Mr.  Carrixgtox.  There  is  another  very  important  aspect  of  this. 
Think  about  how  many  people  go  into  your  bome  every  day — third 
parties,  the  telephone  man,  for  instance.  He  shows  his  little  telephone 
companv  credential,  and  he  goes  in.  Or  the  delivery  man,  and  people 
like  that. 

If  the  telephone  company  hires  a  man  to  go  into  people's  houses 
to  fix  telephones,  and  that  man  is  a  convicted  rapist,  but  the  tele- 
phone company  cannot  get  that  information,  they  issue  the  creden- 
tial and  you  accept  the  credential  in  good  faith  and  let  the  man  in 
and  he  coinmits  a  crime,  you  have  another  class  of  victim. 

You  bring  it  over  into  street  crime  victims  because  there  was  a 
failure  on  the  part  of  the  employer  to  check  out — not  so  much  a 
failure,  but  an  inability. 

Here  is  a  specific  case.  Several  years  ago,  a  suburban  Marvland 
jury  awarded  $13  million  to  the  husband  of  a  woman  who  had  been 
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raped  and  murdered  in  her  apartment  by  a  delivery  man  who  had 
a  record  of  convictions  for  rape.  The  thrust  of  this  case  was  that  the 
company  did  not  check  the  company  employee. 

Now  many  States  require  that  there  be  no  information  given  to 
private  employers,  so  they  could  not  check.  It  is  not  that  the  com- 
panies are  at  fault.  It  would  be  the  fault  of  this  whole  concern  for 
privacy. 

If  you  do  have  people  going  into  people's  homes,  I  think  any  law 
should  be  amended  so  that  there  should  at  least  be  a  background 
check  for  convictions. 

If  you  bring  the  rule  of  reason  to  this,  a  bank  who  hired  a  man  in 
a  teller's  cage  would  not  want  to  hire  a  convicted  thief.  However,  he 
might  be  able  to  work  out  in  the  bank  parking  lot.  I  do  not  say  that 
his  record  should  forever  bar  a  man  from  a  job,  wliicli  is  one  of  the 
strongest  arguments  the  other  side  makes,  but  when  it  is  job  related — 
for  instance,  a  convicted  gambler  going  to  work  at  a  racetrack,  or  a 
convicted  rapist  driving  a  schoolbus — then  I  think  there  should  be 
some  amendment  to  rectify  this  situation,  otherwise  there  are  going 
to  be  a  lot  of  problems. 

Mr.  Rice.  One  of  the  few  areas  where  you  clearly  say  that  the 
Supreme  Court  has  strongly  recognized  the  right  to  privacy  is  in 
the  privacy  of  the  home.  For  example,  there  is  Stanley  v.  Georgia  or 
Rowan  v.  The  Post  Office  Departments  although  they  did  not  talk 
about  the  right  to  privacy  in  that  case. 

In  this  sort  of  situation,  you  rely  on  the  telephone  company  or  the 
post  office,  or  whatever  concern  it  is — the  United  Parcel  Service — 
you  rely  on  their  screening  their  employees.  TVHien  they,  on  the  basis 
of  that  justified  reliance,  introduce  into  your  home  a  person  who  is 
a  threat  to  you,  it  seems  to  me  not  only  trifling  witli  your  life,  but 
also,  if  you  want  to  talk  about  the  right  to  privacy,  overriding  the 
right  to  privacy  where  it  has  been  recognized — the  privacy  of  your 
home,  the  right  to  be  secure  against  intrusion  into  your  home. 

This  is  one  of  the  areas  where  the  right  of  privacy  has  been  long 
recognized  in  the  common  law  of  tort — the  right  against  intrusion. 

It  seems  to  me  that  the  least  the  Privacy  Act  should  do  is  to  recog- 
nize and  to  give  to  people  in  their  home  some  kind  of  protection  to 
prevent  this  sort  of  possible  invasion  by  people  who  are  masquerad- 
ing with  credentials  which  no  longer  mean  anything. 

It  becomes  particularly  significant  because  very  few  people  in  this 
country  seem  to  be  aware  of  the  extent  to  which  the  capacity  of  these 
companies  to  check  their  employees  has  eroded.  People  still  give 
credence  to  these  credentials  that  actually  are  not  worth  very  much. 

Mr.  ScHULTZ.  In  essence,  we  are  talking  about  problem  solving. 
We  have  discussed  the  preventative  needs  of  law  enforcement,  so  we 
know  who  the  criminals  are,  where  they  are,  what  they  are  planning, 
and  when  it  will  occur.  It  is  a  threat  assessment. 

Even  though  the  damage  is  potential,  it  is  necessary  for  the  man- 
agers— whether  in  Government  or  private  industry — to  be  able  to 
respond  to  any  major  incident. 

Professor  Rice,  I  think  you  homed  in  on  the  idea  that  privacy  is 
not  a  concept  that  is  petrified.  It  is,  instead,  a  living  principle  which 
cannot  remain  in  a  static  state. 
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We  seem  to  sook  after  it — but  can  wo  relv  on  tlie  formula  for  easy 
determination  of  what  is  fundamental  privacy  for  the  purpose  of 
legal  enforcement?  It  satisfies  our  ]ono;ing  for  certainty,  but  I  sus- 
pect that  any  neat,  tidy  formula  would  really  not  serve  a  free  and 
informed  society. 

Would  you  comment  on  that? 

Mr.  Rice.  Yes,  I  as:ree  with  that.  I  think  a  case  in  point  is  the 
change  in  the  exemption  for  investigatory  records.  You  have,  in  the 
1974  amendment,  the  exemption  from  the  Freedom  of  Information 
Act  of  investigatory  records  in  six  specific  categories. 

I  think  we  operated  better  nnder  the  previous  exemption  which 
was  couched  in  general  terms.  So  you  had  a  more  basic  provision 
where  you  could  legitimately  relv  on  the  courts  to  supervise  this  in 
cases  of  abuses;  instead,  in  the  illusory  search  for  certainty,  you  get 
a  shopping  list  of  specific  exemptions  and  you  have  the  result  of 
agency  personnel  having  to  comb  the  files,  increasing  the  risk  of 
error,  discouraging  informants,  and  so  on. 

I  do  not  think  it  is  possible  to  nail  these  things  down  in  such  a 
precise  wav  in  the  statute  without  invitinof  the  sort  of  or>en  inter- 
pretation-?  in  large  part  due  to  the  fear  of  personal  liability  which 
characterize  the  current  acts. 

I  think  we  ought  to  keep  that  in  mind  in  any  amendments  which 
are  proposed. 

Mr.  ScTiui.TZ.  We  should  not  be  nskinir.  then,  once  and  for  all 
where  is  the  line  drawn?  I  think  perhaps  Congress  and  the  courts 
could  find  the  balance. 

Mr.  Rtce.  It  is  abundantly  clear  now  in  several  areas  where  the 
line  has  been  overstepped.  For  example,  the  10-day  limit.  That  cer- 
tainly should  be  chanp-ed,  in  mv  estimation.  The  restrictions  on 
interchanp-e  of  information  should  be  changed.  The  imagined  prohi- 
bition against  entries  based  on  mere  memloership  ought  to  be  clarified. 

There  are  very  specific  things,  but  these  are  to  undo  the  excessive 
interpretations  w^hich  have  been  made  of  the  statute. 

Mr.  ScHULTZ.  Over  the  past  several  years,  there  has  been  great 
growth  in  the  security  hardware  business — the  lights,  the  fences,  the 
audio  equipment,  this  type  of  thing,  physical  security. 

We  are  talking  about  something  that  I  think  coordinates  with 
physical  security — intelligence  information.  They  go  hand  in  hand. 

Is  there  a  need  for  the  Federal  Government  to  gather  intelligence 
infonuation  which  can  be  disseminated  at  a  local  level  for  the  pur- 
pose of  identifying  individuals,  identifying  organizations,  groups? 
Is  that  such  an  outrageous  proposal  in  this  day  and  age,  or  is  it 
something  that  should  and  must  be  done  by  the  Federal  Government? 

Mt.  Rice.  Identify  what  kind  of  groups? 

Mr.  ScHULTZ.  First  you  would  have  to  start  with  groups  that  ad- 
vocate the  violent  overthrow  of  the  Government.  Perhaps  then  you 
could  talk  about  groups  that  would  aiTect  the  tranquillity  of  the 
cities,  towns,  communities,  and  consider  the  domestic  tranquijlity  of 
the  home. 

Mr.  Rice.  I  think  that  has  to  be  a  function  of  the  Government  of 
the  United  States,  subpect  to  judicial  intervention  in  extreme  cases 
of  abuse. 
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This  is  not  a  new  idea.  Alexis  do  Tocqneville,  in  his  book,  "Democ- 
racy in  America,"  in  1835,  discussed  tlie  liberty  of  association  in  the 
United  States  at  great  length.  One  of  the  clear  points  that  he  made 
was  that  no  society  can  survive  when  the  right  of  association  is 
without  limit.  He  said  that  you  must  put  limits  on  this.  You  must 
recognize  that  there  are  certain  activities  of  individuals  Avhich  are 
harmful  to  the  society  as  a  whole,  and  they  have  to  be  restricted.^ 

He  discussed  the  various  ways  in  which  they  could  be  restricted 
without  unduly  impeding  freedom. 

So  this  is  not  some  kind  of  latterday,  rightwing  theory.  This  is  a 
very  sound  principle  of  government — you  cannot  absolutize  freedom 
in  this  sense,  whether  the  right  to  privacy  or  the  right  to  speech  or 
whatever  without  regard  to  the  overall  context  of  the  security  of  the 
Nation. 

I  think  it  is  quite  clear  that  the  Government  of  the  United  States 
has  a  duty  to  keep  track  of  these  criminal  activities,  as  well  as  sub- 
vei'sive  activities,  particularly  because  of  the  advances  in  technology 
today  Avhere  it  is  a  lot  more  complicated  tlian  it  used  to  be. 

I  am  sure  ]Mr.  Carrington  would  have  specific  comments  on  that 
aspect  of  it. 

Mr.  Carfjxgtox.  The  problems  with  the  law  enforcement  agency 
in  the  intelliixonce  githoring  field — I  agree  with  Professor  Rice — are 
that  it  should  not  be  optional,  but  should  be  mandatory. 

The  Government  hns  a  duty  to  protect  its  citizens. 

T'ntil  we  reach  a  society  in  which  terrorist  bombers  go  around 
wearinir  a  sign  saving  "T  am  a  terrorist  bomber,"  and  we  have 
reached  a  society  in  which  th.ey  do  not  use  a  so-called  legitimate 
group  as  a  front  for  their  illicit  activities,  there  is  no  way  that  the 
Government  can  carry  out  its  duty  of  ferreting  out  who  the  criminals 
are  without  brushing  up  against  the  T'iq-hts  of  some  people  who  may 
be  just  ideologically  left-wing  or  right-wing  and  have  joined  the 
group. 

T'ntil  there  is  some  magic  means  of  targeting  the  true  wrongdoers, 
we  are  forced  to  have  intelligence  gathering  apparatus  that  will, 
conceivably,  brush  up  against  the  rights  of  people  who  have  never 
planned  to  throw  a  bomb  in  their  life. 

Mr.  ScHULTZ.  Do  you  agree  that  privacy  and  security  are  those 
needs  which  a  government  must  first  recognize,  and,  secondly,  en- 
forcement is  the  basis  of  maintaining  a  society? 

Mr.  Rtce.  I  would  agree. 

Mr.  Carrixgtox.  Director  Davis  of  Alcohol  and  Tobacco  recently 
issued  a  report  that  bombing — explosive  incidents  went  up  dramat- 
ically from  1066  to  1977,  and  the  number  of  people  killed  in  these 
incidents  increased  from  73  in  1976  to  112  in  1977.  I  think  we  had 
better  give  some  thought  to  those  112  people. 

Senator  TnuniroND.  \re  you  aware  of  any  behavioral  science 
studies  that  are  concerned  with  studying  individuals  who  have  en- 
gaged in  bombing,  hostage-taking,  or  other  kinds  of  criminal  terror- 
ist acts? 

IMr.  Carpjngtox.  I  am  not  aware  of  any.  I  think  if  I  were  the 
defense  counsel  for  a  terrorist  bomber  or  a  hostage  taker,  certainly 
if  the  case  were  on  appeal  or  something  like  that,  I  think  that  ethi- 
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cally  I  would  be  required  to  tell  them  not  to  cooperate  with  any  psy- 
chiatrist who  was  trying  to  carry  out  a  study. 

They  would  be  a  lovely  source  of  information,  if  you  could  get  to 
them,  but  I  would  personally,  as  defense  counsel,  be  unwilling  to  let 
my  client  talk  to  anybody. 

Mr.  ScHULTZ.  Searching  for  and  analyzing  intelligence  informa- 
tion by  wliicli  to  arrive  at  a  predictable  point — the  predictability  of 
how  an  individual  might  respond — would  obviously  be  helpful. 

I  am  not  aware  of  any  behavioral  science  group  that  is,  on  a  con- 
tinuing basis,  making  a  study  of  terrorist  incidents. 

Mr.  Cakrington.  The  closest  thing  you  could  come  to,  by  analogy, 
would  be  the  profiles  that  they  use  to  spot  suspected  people  who 
might  be  carrying  firemarms  or  something  like  that  on  board  air- 
planes. 

Eemember,  nobody  knew — or  rather  the  average  citizen  like  myself 
was  not  privy  to  what  constituted  a  profile. 

I  think  we' are  far  better  off  with  a  system  of  just  running  through 
a  machine  and  making  sure  nothing  physical  shows  up. 

It  would  certainly  be  interesting  to  all  of  us  to  know  whether 
anyone  got  into  that,  but  hopefully  it  would  be  secure,  if  we  are  to 
come  back  to  profiles. 

But  that  is  the  closest  I  can  come  to  it. 

Mr.  ScHULTZ,  The  success  here  was  because  we  were  able  to  narrow 
the  target  and  legitimately  screen  all  individuals  before  they  get  on 
the  plane. 

Professor  Rice? 

]Mr.  Rice.  I  would  not  have  any  further  comment  except  to  say 
that  you  have  to  be  careful  in  getting  into  areas  of  psychological 
analysis. 

I  do  not  think  that  the  criticisms  that  we  are  making  of  the 
Freedom  of  Information  Act  or  the  Privacy  Act  requires  that  we  go 
to  the  opposite  extremes  of  saying  that  the  Federal  Governmont— 
big  brotlier — is  going  to  psychoanalyze  everyone  to  decide  who  is 
suitable  or  adjusted  for  that  situation.  I  am  sure  that  that  is  not 
what  you  had  in  mind. 

Wliat  is  involved,  however,  is  a  certain  predictability  which  an 
experienced  law  enforcement  officer  can  develop  which  enables  liim 
to  see  what  the  likely  or  possible  avenues  of  conduct  of  a  certain 
individual  would  be — not  based  on  his  impressions  of  what  goes  on 
inside  his  psyche,  but  based  on  what  he  actually  has  done. 

That  is  an  entirely  different  thing.  It  is  7iot  an  intrusion  into  any- 
body's personality,  but  rather,  if  vou  get  someone  who  has  been 
continually  involved  in  the  Hanafi  Muslim  sect,  for  example,  he  mav 
say  he  is  associated  with  them  because  thev  have  a  good  Softball 
team.  But  he  would  be  somebody  worthv  of  inquirv  when  something 
wrong  occurs.  I  think  that  would  certainly  be  legitimate  as  a  func- 
tion of  government. 

Senator  Ttiitjmoxd.  IMr.  Martin,  do  you  have  any  questions? 

Mr.  Marttx.  One  or  two. 

Mr.  Carrington.  you  mentioned  earlier  the  ruling  of  Supreme  Court 
Justice  Thurg-ood  Marshall  in  the  case  of  the  Socialist  Workers  Party. 

The  question  is  whether  this  rulinjr  would  not  have  application 
to  tlie  self-imposed  criteria  of  certain  law  enforcement  agencies — lim- 
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itiiiir  intelliirence  entries  only  to  those  cases  Avliere  there  arc  convic- 
tions  or  indictments. 

Presumably,  most  of  the  people  in  the  Socialist  Workers  Party 
conventions  do  not  have  convictions  or  indictments  against  them.  Bnt 
the  Supreme  Court  was  upholding  the  right  of  the  FBI  surveillance 
operations  against  them. 

Mr.  Carringtox.  It  was  not  the  Supreme  Court  as  a  whole,  but 
just  Justice  Marshall,  but  I  think  that  if  you  look  at  it  realistically, 
from  what  Justice  Marshall  said,  the  Court  would  have  gone  along 
with  him. 

But  there  are  other  cases.  There  is  Laird  v.  Tafum.  and  others, 
which  indicate  that  the  Supreme  Court,  as  far  as  past  decisions  go, 
is  not  about  to  go  into  the  business  of  dismantling  intelligence  in  this 
country. 

The  Court  sets  the  upper  limit,  and  a  city  or  a  department,  I 
suppose,  theoretically,  is  perfectly  privileged  to  go  as  far  as  it  wants 
to  in  imposing  further  restrictions  upon  itself.  At  least  if  it  wanted 
to,  for  instance,  it  could  issue  an  order  that  you  could  only  arrest  a 
person  if  you  actually  see  him  in  the  conviction  of  a  felony.  But  they 
do  not. 

I  think  that  what  we  have  here  is  a  gross  over-reaction  in  self- 
imposed  restrictions  not  mandated  by  law. 

I  do  not  know  if  that  is  really  responsive,  but  the  point  I  am  try- 
ing to  make  is  that  because  the  Supreme  Court  decision  stated  that 
you  can  go  so  far.  it  does  not  mean  necessarily  that  you  have  to  tell 
the  department  that  you  have  to  go  gather  intelligence  up  to  the 
level  of  the  Supreme  Court. 

Certainly,  citizens  would  be  outraged  if  the  police  department 
went  as  far  as  my  hypothetical  example  where  you  could  only  arrest 
him  if  you  see  him  in  the  conviction  of  a  felony. 

But  legally  I  do  not  know  if  you  could  stop  them. 

Mr.  ]\Iaetin.  I  have  another  question  dealing  with  self-imposed 
restrictions. 

The  subcommittee  took  testimony  last  year  from  several  directors 
of  intelligence  at  State  level.  Chief  Davis  of  Los  Angeles  was  also 
there.  The  subject  was  erosion  of  law  enforcement  intelligence. 

Captain  Dintino  of  the  New  Jersey  State  Police  told  us  that,  up  to 
about  2  years  or  18  months  before  he  testified,  there  had  been  in 
existence,  with  LEAA  fiuiding,  a  computerized  intelligence  operation 
targeted  against  major  organized  crime  figures  onh'.  and  that  this 
serviced  State  and  local  law  enforcement  agencies. 

Tills  operation  had  been  abolished  when  LEAA  withdrew  the 
funding  because  of  their  fear  that  thev  were  violating  the  Privacy 
Act. 

Is  this  not  another  incident  where  Government  agencies  have  acted 
without  any  pressure  or  without  any  specific  requirements  from  the 
laws  of  the  country? 

Mr.  KiCE.  This  demonstrates  the  need  to  prevent  such  interpreta- 
tions. I  would  not  read  the  act  as  requiring  these  interpretations. 
Nevertheless,  the  fact  that  some  agents  do  so,  demonstrates  the  need 
for  change. 

It  is  an  absurd  resiilt,  of  course,  that  flows  from  an  extravagant 
reading  of  the  act. 
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Mr.  Martin.  As  you  will  recall,  we  took  testimony  in  July  1075 
with  regard  to  the  situation  in  the  city  of  Chicajro.  The  Alliance  To 
End  Repression  brought  suit  against  the  police  department. 

The  police  department  had  impounded  its  own  files,  for  self  pro- 
tection, in  March  1975. 

This  is  where  the  matter  stood  at  the  time  we  took  our  testimony. 

In  order  to  bring  our  record  up  to  date,  w^ould  you  be  in  a  position 
to  tell  us  vrhat  has  happened— where  are  the  records  of  the  Chicago 
Police  Department  since  that  time,  and  what  has  happened  to  their 
intelligence  unit,  which  used  to  be  one  of  the  best  in  the  country  ? 
How  cloes  it  function  without  access  to  its  own  files? 

Mr.  Carringtox.  I  am  not  speaking  categorically,  but  to  my 
knowledge,  those  records  have  now  been  impounded  by  the  U.S. 
district  court.  The  Chicago  Police  Department  does  not  have  access 
to  them. 

It  is  interesting  too  that  during  the  time  that  the  Chicago  Police 
Department's  intelligence  unit  was  functioning  we  were  relatively 
free  of  terrorist  bombings. 

Now  we  have  had  five  major  incidents  of  buildings  being  blown  up. 
We  have  not  had  anyone  killed  yet,  but  that  is  not  the  liombers' 
fault. 

In  one  of  the  most  recent  incidents,  a  Kentucky  Fried  Chicken  box 
containing  a  number  of  sticks  of  dynamite  was  put  in  a  wire  waste- 
basket  outside  of  the  Chicago  Police  Department's  central  headquar- 
ters. 

Fortunately,  an  alert  patrolman  on  security  in  the  lobby  spotted  it 
and  got  it  out  of  there  just  in  time. 

If  it  had  exploded  in  that  wastebasket — it  was  placed  right  where 
people  come  out  of  the  subway  entrance,  and  they  are  always  in  and 
out  of  tlie  Chicago  Police  Department  headquarters— then  there  could 
havp  been  any  number  of  people  killed. 

The  suit  has  just  put  the  intelligence  function,  effectively,  out  of 
business. 

I  cannot  shoAV  you  cause  and  effect  where  we  ran  out  of  business 
and  then  Ave  started  havino;  major  bombing  incidents,  but  common- 
sense  would  indicate  that  there  may  be  more  than  coincidence  there. 

Mr.  Marttx.  You  said  it  went  out  of  business.  '\¥liat  do  you  mean  ? 

Mr.  Carrixgtox.  It  is  on  paper,  but  effectively  I  would  say  it  is 
out  of  business. 

Mr.  Marttx.  The  Alliance  To  End  Repression  was  asking  for  access 
to  the  files.  Did  it  actuallv  get  access  to  the  files? 

]Mr.  CarrixCxTOX.  Yes.  The  entire  files  of  the  Chicago  Police  De- 
partment were  turned  ovor  to  counsel  to  the  Alliance.  They  go  in 
there  and  root  around  to  their  heart's  content. 

Mr.  SniuT.TZ.  Relating  to  that  orsfanization  only?  Relatin.qf  only 
to  th^  Alliance  To  End  Repression?  They  could  not  get  into  the  files 
relating  to  other  organizntions,  but  only  to  those  that  would  indicate 
their  methods  and  procedures? 

Mr.  Carrixgtox.  All  we  get  there  is  what  we  read  in  the  news- 
papers, but  I  think  that,  if  my  interpretation  is  correct,  there  is 
nothing  in  the  files  of  the  Chicago  Police  Department  now  that  they 
do  not  have  access  to.  There  may  be  some  sanitizing,  but  I  think  it  is 
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pretty  broad  that  the  entire  files  have  been  turned  over  to  counsel 
for  the  Alliance. 

Mr.  ScHULTZ.  Mr.  Tarabochia,  did  you  have  a  question? 

Mr.  Tarabochia.  I  just  have  one  question  with  regard  to  the 
elimination  of  the  intelligence  files  in  Chicago. 

Do  you  attribute  the  access  to  the  files — do  you  attribute  the  estab- 
lishment of  the  bomb  factories  as  being  a  result  of  this  access  ? 

Mr.  Carringtox.  Again,  I  cannot  document  cause  and  effect  for 
you,  but  if  I  were  going  to  set  up  a  bomb  factory  I  would  certainly 
give  great  consideration  to  the  city  where  it  had  been  pointed  out 
publicly  that  there  was  no  intelligence-gathering  capacity  in  that  city 
any  more.  Absolutely. 

Mr.  Tarabochia.  Thank  you. 

Senator  Thurmond.  Again,  thank  you  for  your  comments  this 
morning,  gentlemen,  and  your  very  valuable  testimony. 

The  committee  will  now  stand  adjourned,  subject  to  call. 

[AVliereupon,  at  12 :30  p.m.,  the  hearing  was  adjourned  subject  to 
the  call  of  the  Chair.] 
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